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Executive Summary 
The Shire of Dandaragan (the ‘Shire’) has utilised support material from LGISWA and guidelines provided 
by the Department of Local Government, Sport and Cultural Industries to review the appropriateness and 
effectiveness of the Shire’s systems and procedures in relation to risk management, internal control and 
legislative compliance.  The Chief Executive Officer (CEO) has a regulatory obligation to report this to the 
Audit Committee at least every three years. 

The Department of Local Government, Sport and Cultural Industries provided guidance for the areas that 
has also been considered for this review (Operational Guideline #9 Appendix 3).  These specific areas have 
been addressed to provide the basis and format for this review.  A combination of documentary evidence, 
internal audit and meetings with key staff has provided the foundation for information provided in this report. 

 

The Shire implemented a Risk Management Framework (‘Framework’) in 2014 and that structured 
approach has remained since implementation. It was reviewed and formalised as a Council policy in 
October 2019.  

The Shire’s Framework classifies all risks under three main contexts: 

1. Strategic Risks – these risks are identified through the Strategic Community Plan and associated 
informing plans / strategies.  The mitigation activities are documented through the Corporate 
Business Plan and the status tracked and reported regularly and though annual Council reports.  
Whilst the full application of the risk ‘process’ is not documented (e.g. risk assessment); the base 
principle of identifying and managing risk is apparent. Key content in these areas is covered by 
evaluating macro trends and current key challenges.  

2. Operational Risks – these risks are formally managed through the use of risk profiles, covering 
all operations of the Shire.  The components of the individual risk profiles (e.g. risk ratings / control 
effectiveness / mitigation treatments) are regularly reviewed and have these components have not 
changed since inception. 

3. Project Risks – the process for identifying and managing small project based risks are reliant upon 
the skills and knowledge of the Shire’s project ‘representative’.   Risks for Large / Major Projects 
are generally assessed by external entities engaged to plan or deliver upon the project and are 
deliberated by the Shire’s Executive and Council. Specific proposals provided to Council contain a 
requirement to address the risks associated with the proposal.    

The Audit Committee accepted the CEO’s previous report (Regulation 17) in March 2016.  Since that time 
there have been no further formalised risk reports requested or provided.  The Shire’s administration have 
embedded risk management evaluation and management across all Departments with the major focuses 
being safety and project management. There is scope for extending the risk management recording and 
cataloguing process through to strategic risks which would consider key external, political and economic 
risks to the Shire. This analysis has been undertaken through strategic planning processes but not recorded 
within the Shire’s risk management databases.  

Notwithstanding the recommendations in this report, the Shire’s risk management systems, internal controls 
and legislative compliance procedures are considered appropriate and effective for the size, scale and 
resourcing constraints of the Shire. 
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Risk Management Considerations 
Risk management systems and programs are a key expression of the Shire’s attitude to effective controls. 
Good audit committee practices in monitoring internal control and risk management programs typically 
include: 

Risk management system 
 
The ‘system’ is considered to be the Shire’s Risk Management Framework (‘Framework); which consists 
of: 

• Risk Management Policy  

• Risk Management Procedures  

• Current Risk Profiles 

Risk Management Policy 
A risk policy has been endorsed by Council in October 2019 which was derived from the Shire’s existing 
risk management framework document. This policy contains the commitment statement as referred to in 
AS/NZS ISO 31000:2009 guidelines. 

Risk Management Procedures 
The Shire’s procedures were previously contained within the Framework document which was recently 
updated and modified to formulate a formal Council Policy. It provides a sound overview of the roles and 
responsibilities for risk management within the organisation. There needs to be continued integration of this 
Framework across the organisation to gain greater commitment to formal and documented risk 
management processes. An effective starting point is to provide a regular risk profiling agenda item within 
the Executive Management Team’s periodic meetings.  

The Framework risk assessment process and rating system has been incorporated into the Shire’s project 
management templates in 2019 to ensure the process is considered through the development of new 
projects for budgeting and planning purposes. Embedding this requirement in project management 
templates has been effective in raising the awareness to date. 

Risk Management Policy, Procedures & Framework   
This is the overarching document that contains the policy and procedures, in addition to: 

• Operating model, governance and document structure 

• Accountabilities (roles and responsibilities) 

• Reporting requirements 

• Risk assessment and acceptance criteria 

This document focuses on operational risk by providing a structured approach to risk descriptions and 
profiling requirements.  When this was initially implemented it was considered appropriate as it provided a 
prescriptive approach to managing common risks across all local governments and allowed the Shire to 
embed and integrate a risk management process. 

Current Risk Profiles 
Individual Risk Profiles that required attention at the last review have been reviewed on a regular basis as 
evidenced through the close out of a number of previously identified risks. To provide better tracking and 
documentation of the ongoing risk management process the profiles should be brought into Executive 
Management Meeting processes and Audit Committee agendas. This will provide a formal meeting record 
and assist in audit functions of the risk management process. It will also ensure that ongoing risk 
assessment is being undertaken and incorporated into a central location for documentation and 
management.  
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At this point there are 15 risk profiles covering operational risks (Refer Appendix 1 – Most Current 
Dashboard).   

Business Continuity / IT Disaster Recovery 
 
The Shire has a Business Continuity Framework in place which incorporates: 

• Business continuity management procedures and approach. 

• Business Continuity Plan. 

• Procedures for emergency management preparedness and response. 

The plan was completed in 2018 with assistance from LGISWA, it was received by the Audit Committee in 
February 2019. It is scheduled for review in March 2020. The plan has not been validated through a 
simulated exercise of major disruption and provides a template action plan as opposed to detailed steps to 
apply in the case of a business disruption event. This approach is considered appropriate for the Shire’s 
business continuity needs and access to external expertise for support.  

In terms of appropriateness, the Shire benefits from being a small regional organisation and would not be 
driven by short (or minimum) recovery time objectives.  In addition, the ability of the Shire staff and 
community to work closely together and have a clear understanding of the overall recovery objectives would 
more than likely result in a successful (albeit slower) recovery. 

It is difficult to assess the effectiveness as there has been no formal validation exercise, testing the 
effectiveness of the business continuity arrangements. 

The IT disaster recovery arrangements are primarily driven through the Shire’s IT support agents, Bridged. 
Bridged provides regular cloud based data backups and remote support to mitigate interruptions in the 
event of a major IT interruption. Current arrangements also involve hourly shadow backups to two offsite 
locations, plus daily backups to USB hard drives which are also removed from premises daily.  

There is no formal testing of these arrangements from a state of complete failure; however the recovery of 
specific files occurs on a semi regular basis which provides some comfort on functionality. 

From a cyber-risk perspective the Shire again relies on external expertise through Bridged to manage 
encryption, anti-virus, backups and recovery in the event of a breach. The greatest risk associated with 
cyber risk manifest from staff accessing links in emails or other software from inside the protective firewall 
systems. Improving staff awareness of these risks and group notifications are currently considered 
appropriate mitigation strategies.  
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Managing material operating risks in accordance with tolerance 
 
The Shire does not have a formal risk appetite or tolerance guidance statement and relies on a decision 
making escalation matrix contained within the Policy and Framework which is shown below. This process 
is considered appropriate for the Shire’s organisational size and volume of risk assessments undertaken. 
Recording the outcomes of high/extreme risk evaluation and management through the Executive 
Management Team meeting process and Audit Committee will provide greater clarity around high and 
extreme risk acceptance or management.  

 

Shire of Dandaragan Risk Acceptance Criteria 

Risk Rank Description Criteria Responsibility 

LOW (1-4) Acceptable 
Risk acceptable with adequate controls, 

managed by routine procedures and 
subject to annual monitoring 

Operational Manager 

MODERATE 
(5-9) Monitor 

Risk acceptable with adequate controls, 
managed by specific procedures and 

subject to semi-annual monitoring 
Operational Manager 

HIGH  

(10-16) 

Urgent Attention 
Required 

Risk acceptable with excellent controls, 
managed by senior management / 
executive and subject to monthly 

monitoring 

Executive Manager / 
CEO 

EXTREME 
(17-25) Unacceptable 

Risk only acceptable with excellent 
controls and all treatment plans to be 

explored and implemented where 
possible, managed by highest level of 

authority and subject to continuous 
monitoring 

CEO / Council 

 

Non-compliance 
The Shire has identified ‘Failure to fulfil statutory, regulatory or compliance requirements’ as a low risk. The 
residual risk rating is driven by the key controls being rated ‘effective’: 

• Use of the Compliance Annual Return as a detective mechanism to identify any potential non-
compliance issues and ensure the currency of the Compliance Calendar. 

• Maintaining subscriptions and memberships with appropriate external entities to ensure the Shire 
is fully aware of any potential changes or emerging issues. 

• Retention of experienced staff members whom have detailed understanding of the Shire’s internal 
business processes and external legislative requirements.  

The combination of residual risk and control ratings fits within the Shire’s risk acceptance criteria. A further 
improvement to mitigate the risks of non-compliance would be the implementation of an annual compliance 
calendar. A review of this process is required though to determine whether the additional control justifies 
the additional labour input. At this stage the Executive Manager of Corporate and Community Services is 
confident that staff are capable of meeting current requirements without the additional checklist layer. This 
belief has been validated by the recent Auditor General’s external audit processes which did not identify 
any areas of non-compliance.  
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Accounting judgements / Financial Sustainability / External Funding Support  
The increased audit processes of the Auditor General are also unearthing new levels of documentation and 
justification being required for key accounting assumptions. The Shire’s financial staff continue to work with 
the Auditor General to meet these evolving requirements through the annual audit process. To date the 
outcomes of this process have not resulted in any material levels of risk change however in the 2018/2019 
Audit, the Auditor General made two “Significant findings” in relation to the Operating Surplus Ratio and 
the Asset renewal Funding ratio. The Operating Surplus Ratio has been below the Department of Local 
Government, Sport and Cultural Industries standard for the past three years. The Asset Renewal Funding 
Ratio has not been reported for the past three years due to the current management confidence in asset 
data and process being undertaken for the development of a new Long Term Financial Plan. 

In the current environment where the Shire is subject to State Government cost shifting, increased asset 
maintenance or renewal costs and grant funding reductions, the focus on financial sustainability becomes 
a key strategic risk. Ensuring that projects are delivered within budgeted funding commitments is also a 
critical aspect of maintaining the Shire’s financial health and sustainability. Investing in appropriate levels 
of staff resources to leverage external funding and develop strong business cases is also vital to continue 
to deliver infrastructure renewal without additional burden to the ratepayer.  

 

Business case development together with project management planning and delivery should be considered 
as potential controls for mitigating this risk. 

The Shire currently has profiled two risks related to this area: 

1. ‘Inadequate project / change management’ – currently listed as a moderate residual risk with 
adequate controls. Discussions indicate that whilst project status reporting is adequate, the risk 
assessments, business case development and general methodical approach to moving from 
concept to project delivery does not meet the ‘control tests’ for adequate and should be rated as 
inadequate. This risk eventuated with financial implications through the delivery of the Cervantes 
Recreation Centre upgrades resulting in significant cost overrun. In response the Shire has 
reviewed its project management systems, project planning timeframes and rolled out project 
management training to a number of key staff.  

2. ‘Inadequate asset sustainability practices’ – currently listed as a moderate residual risk with 
adequate controls (although the key control – Asset Management Plan has been listed as 
inadequate at present until final drafts are complete).  The Shire is continually improving the Asset 
Management Strategy through implementing asset management principles and system support. 
Additional staff resources are being seconded from other areas of the workforce as a project team 
to progress this control.  

Where the degree of project complexity warrants, the Shire engages external parties to prepare business 
cases in relation to large projects.  These are then reviewed internally and informally with Council initially 
until a formal recommendation is submitted to Council. 

The Shire also has a template for business cases and projects which is designed to identify and consider 
relevant risks (amongst other project considerations).  This process supports staff to consider and manage 
risks through the project development process.  

The Shire would benefit from formalising the escalation of project risks through to a centralised risk register 
or profile to improve the documentation and peer review of risk assessments and management processes. 
This should be done based on the risk acceptance criteria which provides that High or Extreme rated risks 
need higher levels of management intervention and monitoring. Lower risk ratings can be effectively 
managed through the project management process.  
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Litigation and claims 
The CEO did not identify any existing or credible, substantiated potential outstanding litigation against the 
Shire over the past 2 years.  These risk events are difficult to assess where the normal course of operations 
does not generally attract litigious activity.  In the last two years the only claims against the Shire have been 
minor in nature and relate to damage caused to vehicles from roads. One potential claim was identified 
from an individual hurt whilst at a Shire recreation facility, however the family chose not to pursue the 
matter.  

 

Liability Claims 

 
The Shire’s approach once the potential for claim or litigation arise is to advise the insurer immediately so 
that appropriate mitigation activities can begin to contain or reduce the potential consequences or likelihood 
of occurrence. This is consistent with the recommendations of the Shire’s insurer.  

Fraud and misconduct  
The Shire has profiled ‘Misconduct’ as a moderate risk with overall adequate controls. This is acceptable 
under Shire’s risk acceptance criteria and the actions listed for further investigation are minor in nature. 

The Shire has also affirmed that the controls covering the procurement function are rated as effective. The 
Shire uses a range of procurement techniques based on value, complexity and sources of supply and 
provides regular training and policy/procedural support to staff engaged in procurement.  

Audit reports over the last two years that whilst there are limitations in the audit process they did not identify 
or suspect fraudulent activity from within the organisation. It should be noted that the Auditor General is 
now working within the Shire’s offices for around 4 weeks per year providing a significant increase in the 
level of testing undertaken compared to previous audits.  

One incident was identified in 2018 resulting from an external party purporting to be a member of staff which 
resulted in bank details of a staff member being changed. This resulted in a small financial loss which was 
covered by the Shire’s insurance policy. Immediate changes to internal procedures were made by the 
Corporate Services Department to mitigate against future occurrences.  

The current Code of Conduct provides direction on the expected behaviours of staff and elected members.  
It expressly provides guidance on the expectations in relation to the: 

• Statutory environment,  

• Roles and relationships between Council, CEO and Staff 

• Conflict and disclosures of interest 

• Use of confidential information 

• Gifts & Hospitality 

• General Conduct 

 

Claim # Cause (Roads) Description Date Cost 

LI0043160 Uneven Surface  
Child tripped at 
Shire owned site 26/05/2018 $3,318 

LI0053774 
Road surface / 
roadworks 

Rock hit 
claimants 
windscreen 21/03/2019 Denied 

LI0053787 Roadworks 
Broken 
Windscreen 21/03/2019 

Notification 
only 
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In addition to the Code of Conduct the Shire has also developed Policy C-1PID09 – Public Interest 
Disclosure (Whistle-blower) to provide framework and guidance for the reporting of behaviour or events 
that breach the Shire’s Code of Conduct, policies or the law.  

In addition to the existing controls this review has identified that the Shire’s internal systems would benefit 
from appointing an officer responsible for centralising data collection, periodic internal audit and reporting 
significant risks to the Executive Management Team. Implementation of this role / responsibility will be 
explored through the finalisation of the Workforce Plan.  
 

Significant business risks 

Environmental risk 

The Shire has identified ‘Inadequate environmental management’ as a high risk with overall adequate 
controls.  The most significant source of environmental risk is the Shire’s landfill operations due to the 
nature of this business unit and the types of waste received at the site. The Shire has budgeted for a 
Strategic Waste Management Plan to be developed for the Jurien Bay Waste Facility in 2019/2020 to 
provide greater certainty over the current operational conditions and future capacity planning. 

There is also an unknown level of potential environmental impact associated with the Shire’s underground 
fuel storage facilities at the Jurien Bay Shire Depot. Underground tanks are often associated with leakage 
and soil contamination which may require site remediation at a future date. This risk has been flagged for 
future investigation.  

The Shire is also located within a bushfire prone area and there is a significant presence of remnant and 
uncleared bushland which can present significant environmental risk from bushfires. The Shire is currently 
working towards the completion of the Bushfire Risk Management Plan and developing an inter-agency 
working group to progress prescribed burning from a tenure blind position. These controls may lower the 
overall risk over the medium term however like most of Australia, bushfire has the potential for major 
impacts across the landscape.  

Another source of environmental risk for the Shire is the appropriate management and maintenance of 
Shire road corridors. The Shire currently utilises roadside spraying, slashing and mowing to mitigate the 
impacts of weed incursions. It is important the staff maintain their level of training and awareness of key 
risks such as that from spray drift, weed resistance and compliance with the Clearing of Native Vegetation 
regulations.  

Occupational safety and health 

The Shire has identified ‘Inadequate safety and security practices’ as a high risk with overall adequate 
controls. The last major audit of the Shire’s occupational safety and health systems was undertaken in 2017 
and resulted in a range of issues being identified. In response in 2018 the Shire formulated the Safety 
Working Group to address these issues and to date all high and medium priority items have been addressed 
with the exception of Contractor Inductions which the Shire is currently addressing with support from 
LGISWA.  

Other significant business risks identified include: 

Through the Integrated Planning and Reporting process or operational risk profiling, the Shire has identified 
the following (where not already considered in this report): 

• Community Disruption – Due to severe weather events, bushfire or other disaster that may affect 
the community; active planning is in place through the Local Emergency Management 
Arrangements. 

• Political Risks – Due to change of government, funding programs and State Government priorities 
the Shire’s priority projects can be impacted having a positive or negative impact on community 
outcomes.  
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• Shire Demographics – The Shire’s population between the last two censuses indicated a 
significant shift in population with working and family age groups declining significantly being 
replaced by senior age groups. This shift in demographics impacts demand for infrastructure and 
services and also reduces the locally available employment pool.  

• Technology – Specifically the changes in purchasing habits on the business community from 
online shopping trends. Changes in technology for the Shire’s IT network will also present ongoing 
risks and opportunities as data is shifted to cloud based storage and our reliance on email as a 
primary form of written communication increases.   

• Workforce – Aging workforce and the inability to attract or retain staff. This a particular risk for the 
Shire’s Dandaragan based works crew where increased local industry will compete for workers with 
the Shire and may result in key staff being enticed to work in the private sector.  
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Audit Committee Practices 
 
The Local Government Act and Regulations stipulate that each local government is to establish an Audit 
Committee.  Where a Council considers it appropriate, the whole Council can be appointed to the Audit 
Committee.  The Shire of Dandaragan’s Audit Committee consists of 4 elected members which are 
appointed through Council’s biennial appointments to Council Committees agenda item.  

The role of the Audit Committee is to support Council in fulfilling its governance and oversight 
responsibilities in relation to financial reporting, internal control structure, risk management systems, 
internal and external audit functions and ethical accountability1. 

The following matters were resolved by the Audit Committee in the period since the last review.  

Meeting Item Title Recommendation 
20170309 4.1 Budget Review 2016/2017 To recommend to the Audit Committee 

that the Budget Review, as presented with 
a deficit of $132,443, be adopted, with the 
following variances being formally 
adopted as budget amendments: 

20170309 4.2 Statutory Compliance Audit return 
2016 

That it be recommended to the Audit 
Committee that the Compliance Audit 
Return as per attached for the period 1 
January 2016 to 31 December 2016 be 
adopted 

20171207 4.1 Audit Report for the year ended 30 
June 2017 

1.  the Independent Audit Report for the 
year ended 30 June 2017 be received, and; 
2.  in accordance with Section 7.12A (3) of 
the Local Government Act 1995 
acknowledge that a completed Financial 
Management Review will be presented to 
Council at the Ordinary Meeting to be held 
21 December 2017, and provided that 
occurs, determine that there are no 
matters raised in the report that require 
further action. 

20180308 4.1 Budget Review 2017/2018 To recommend to Council that the budget 
review, as presented with a deficit of 
$191,362, be adopted, with the following 
variances being formally adopted as 
budget amendments; 

20180308 4.2 Statutory Compliance Audit Return 
2017 

That it be recommended to the Audit 
Committee that the Compliance Audit 
Return as per attached for the period 1 
January 2017 to 31 December 2017 be 
adopted. 

                                                      
1 Local Government Operational Guidelines #9 
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20181207 4.1 Audit report for the year ended 30 
June 2018 

1.  the Independent Audit Report for the 
year ended 30 June 2018 be received, and; 
2.  In accordance with Section 7.12A (3) of 
the Local Government Act 1995 determine 
that there are no matters raised in the 
report that require further action, and; 
3.  the audit committee determine that 
the response by the Shire administration 
to the other matters identified in the audit 
report and management letter are 
appropriate, and; 4.  the audit committee 
acknowledge that utilising the historical 
spend for the infrastructure class of asset 
as the “Required Capital Expenditure” 
amount for the purposes of calculating the 
Asset Renewal Funding ratio is 
appropriate until such time as the Asset 
Management Plans are updated and 
refined. 

20190228 4.1 Budget review 2018/2019 To recommend to Council that the budget 
review, as presented with a surplus of 
$105,555, be adopted, with the following 
variances being formally adopted as 
budget amendments 

      

To recommend to Council that the surplus 
identified by the 2018 / 19 budget review 
of $105,555 be transferred to the 
Economic Development Reserve. 

20190228 4.2 Business Continuity Plan That the Audit Committee receive the 
Shire of Dandaragan’s; 1. Incident 
Management / Business Continuity 
Response Plan, and; 2. Business Continuity 
Management Procedures Manual 

20190328 4.1 Statutory Compliance Audit Return 
2018 

That it be recommended to the Council 
that the Compliance Audit Return as per 
attached (Doc Id: 130234) for the period 1 
January 2018 to 31 December 2018 be 
adopted. 

20190328 5 General Business - Need Terms of 
reference 

Moved Cr McGlew, seconded Cr Eyre that 
members liaise to draft up a Draft Terms 
of Reference item for discussion at the 
next Audit Committee Meeting 

20190424 4.1 Audit Committee -Terms of 
Reference 

That it be recommended to Council the 
Proposed Terms of Reference (Doc Id: 
132497) be adopted for the Shire of 
Dandaragan’s Audit Committee 
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There is evidence of the Audit Committee reviewing financial and audit reports in addition to meeting the 
Auditor as per the regulatory requirements.  There is no evidence of any regular risk reports being 
considered or requested from the Audit Committee.  A ‘Terms of Reference’ for the Audit Committee was 
adopted on 24 April 2019 which guides the roles and functions of the committee. This is provided as 
Appendix 3.  

Insurable Risks 
 
All insurance products are arranged through Local Government Insurance Services (LGISWA) and are 
formally reviewed on an annual basis. 

Formal renewal meetings are generally held in June with the insurable periods being based on the financial 
year.  The formal renewal meeting was conducted on the 14th June preparing the Shire for the 2019/20 
financial year.  The current period is still current and the current insured risks are detailed in Appendix 1 

Regular contact is maintained with the LGISWA to ensure that relevant exposures are appropriately 
covered.   

The Shire also has a documented procedure and process map for managing insurance claims. LGISWA 
provides the Shire with regular updates of active and past claims to monitor any trends.  

The following tables itemise the recorded claims made by the Shire over the last 2 years.   

 
Motor Fleet Claims 

 

Claim 
Number Fault Description Date Cost 
633570558 Broken Windscreen JCB Backhoe 1/08/2017 $655.74 

633574420 
Sunvisor damaged by flock 
of birds Iveco Prime Mover 1/09/2017 $943.72 

633577583 
Reversed into Western 
Power Unit Toyota Hilux 29/09/2017 $410.00 

633585086 Impact with Kangaroo Mazda 29/11/2017 $2,447.53 

633587273 Hit Steel Post 
Private Landcruiser 
(Bushfire Brigade Member) 9/12/2017 $14,782.73 

633589042 Impact with Kangaroo Toyota Fortuner 28/12/2017 $2,670.35 
633589245 Damaged by object JCB Backhoe 4/01/2018 $4,701.02 
633598172 Broken Windscreen Hino Split Tray Truck 1/03/2018 $285.00 
633600557 Reversed into trailer hitch Flat Bed Trailer 4/04/2018 $1,070.00 

633605046 
Impact with low hanging 
tree branch Loader 16/05/2018 $1,783.93 

633605692 Impact with Kangaroo Ford Everest 22/05/2018 $5,042.46 
633613792 Object punctured fuel tank 7 Yarder 16/07/2018 $1,511.90 
633623039 Damaged windscreen Mazda 27/08/2018 $1,075.90 
633620398 Rolled into Tree Mower 12/09/2018 $1,274.63 

633622709 

Driver failed to stop 
resulting impact to lead 
truck causing rollover.  Truck & Dolly 8/10/2018 $167,247.61 

633631589 Damage to windscreen Mower 13/11/2018 $2,014.55 

633638653 
Attending fire - Loader 
bucket went under Tractor 

Private  Tractor (Bushfire 
Brigade Member) 14/01/2019 $5,536.86 

633639052 
Unit was hit by object 
whilst pushing up tip Loader 12/02/2019 $624.72 

633652525 
Wind caught door - Hinges 
broken and panel dented Toyota Hilux 5/05/2019 $1,658.84 

633650488 Impact with  Kangaroo Toyota Hilux 7/05/2019 $3,653.00 
633656411 Hole in Fuel Tank John Deere Tractor 17/06/2019 $1,826.96 

633661692 

Loss of Oil from 
undercarriage damage – 
Motor Seized JCB Backhoe 19/06/2019 $22,273.00 
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Property Claims 

 
Workcare Claims 

 

Unusual transactions 
 
The Delegation Framework provides for authority to be passed to relevant officers based on financial and 
transaction types that would constitute ‘usual transactions’.  Any transaction that is not referenced within 
this framework would be considered ‘unusual’ and would require Executive Management, CEO or Council 
oversight and approval to proceed.  

From a financial and / or investment transaction perspective, policies and their associated procedures and 
reporting frameworks provide assurance that all transactions do not expose the Shire to unacceptable risks.  
These include the; 

• Investment Policy – ensures the investment portfolio is contained within a framework that provides 
tolerances for credit quality and spread of investments. 

• Purchasing Policy – driven by the Local Government Act and Regulations, it is supported 
management procedures that sets out the procedures to be applied for all purchases.  

Auditors are also required to test samples of journal entries of which the latest review identified no 
irregularities towards unusual or high risk transactions. 

Claim # Cause  Description Date Cost 

PR0019481 Fusion 
Submersible Bore Pump fused, Jurien Bay 
Vista 3/06/2018 $2,161.25 

PR0020895 
Storm & 
Tempest JB Bowling Club damaged water tank 22/09/2018 $3,870.00 

PR0022672 Other 
Drone collided with Power Pole during windy 
conditions 24/01/2019 $2,093.59 

PR0022989 
Water 
Damage Accidental water damage to iPhone 1/04/2019 $423.64 

 

Claim 
# Cause/ Causing Description Date Cost 

27224 
Moving cones from 
back of truck Left Shoulder Injury 9/05/2019 $26,500.00 

28458 

Tripped over, trolley 
containing solar 
panels fell on top of 
him 

Major back injury requiring 
surgery 14/05/2019 $256,855.00 

28373 Bee sting Left Eye 2/04/2019 $309.00 
28232 Fall Sprain to right ankle 14/02/2019 $587.00 

27921 
Motor Vehicle 
Accident Bruising 8/10/2018 $524.00 

27657 Struck by object Cut & Bruising to right eye 20/06/2018 $275.00 

27437 Fall 
Severe Jarring & Bruising of 
left arm 6/04/2018 $4,244.00 

27264 Fall Straining of right hip 24/01/2018 $936.00 
27224 Fall Cut on back of left leg 23/01/2018 $866.00 
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The Shire does not have any associations with activities, events or businesses that could be considered 
unusual. 

Procurement Framework 
 
The Shire has identified ‘Inadequate procurement, disposal and tender practices as a moderate risk with 
adequate controls; which meets the Shire’s risk acceptance criteria.  The Shire’s procurement system is 
critically analysed twice annually by the Auditor General with substantive testing to confirm compliance with 
legislation and the Shire’s purchasing policies. The following findings were observed by an internal audit 
process during the review: 

• Incomplete tender register information including: 

o The names of a successful tenderer was not noted on the tender register or tender register 
form 

o The consideration amount for a tender was not noted on the tender register or tender 
register form 

o The advertisement of a tender was not placed on the tender register. 

In response to the above findings, the Shire has reinforced the internal process for ensuring all aspects of 
the tender cover forms are completed with the relevant responsible officer. The information missing has 
now been added to the tender register to ensure compliance is achieved.  

In addition to manage risks associated with procurement the Shire provides regular training to staff 
members who are responsible for procurement. In addition Executive Mangers review every payment batch 
prior to authorising bank transfers which is viewed as an effective final review before payments are made.  

Risk Management Recommendations 
1. Include a standing agenda item that captures the risk assessment and profiling tool in the Executive 

Management Team’s periodic meetings.  

2. Utilise the Executive Management Team meeting to regularly update the Shire’s risks that exceed 
an acceptable threshold and require ongoing action. Report these risks via the dashboard report 
to the Audit Committee to ensure they can meet their terms of reference with respect to risk 
management.  

3. Identify current or future major projects and create a major project risk profile to capture all risks 
rated high or greater, so that risk management can be applied (and documented) through the 
project lifecycle. 

4. Create a risk profile for strategic risks so that risk management can permeate from the Shire’s key 
strategic planning documents through to regular risk management practices.  

5. Review the ‘Failure to fulfil statutory, regulatory or compliance requirements’ risk profile in line with 
the outcomes of the Legislative Compliance component of this report. Consider the implementation 
of an annual compliance calendar to be maintained by one responsible staff member.  

6. Implement a process for regularly reviewing the Shire’s risk profiles for operational risks and the 
inclusion of key strategic and project risks. Build this process into existing Executive Management 
Meetings with a reporting function through to the Audit Committee.  

7. Update the Incident Management /Business Continuity Response Plan and combine the Business 
Continuity Management Procedures Manual. 

8. Undertake a simulated test of the Business Continuity Management arrangements. 

9. Continue with the development of an IT Strategy with the Shire’s IT providers to plan for major IT 
interruptions.  
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10. Provide continual staff awareness information on the risks associated with opening / clicking on 
dubious emails and other links, sharing of passwords, the use of unencrypted external media 
drives, etc.   

11. Complete the update of the Shire website and migration to cloud based electronic records 
management system.  

12. Provide staff and elected members with continual awareness of the Code of Conduct. 

13. Provide the Audit Committee with a standing agenda item containing the Risk Dashboard reports 
detailing the current risk and control environment faced by the Shire.  

14. Formally implement the Project Management Template with processes and procedures. Including 
an end of project review. 
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Internal Control 
Internal control is a key component of a sound governance framework, in addition to leadership, long-
term planning, compliance, resource allocation, accountability and transparency. It provides a level of 
assurance that financial and governance information is reliable and that the Shire is meeting its 
compliance and regulatory responsibilities.  

When assessing the Shire’s internal control systems the CEO has reviewed the following systems and 
processes: 

1) Delegation of Authority  

2) Documented Policies and Procedures 

3) Trained and Qualified Employees 

4) System Controls 

5) Effective Policy and Procedure Review 

6) Internal Audit Processes 

7) Liaison and Interface With External Auditors 

A number of these systems have been explored further as part of this review.  

Delegation of Authority 
 

The Shire is required to review the register of delegations annually. This is usually undertaken in November 
and coordinated by the Executive Secretary in liaison with the Executive Management Team. At the 2018 
review there was a major review of delegations including content, format and alignment to the organisational 
structure. The live document is retained on the Shire’s document intranet – InfoExpert to provide a single 
point of access to the latest version.  

This process effectively resulted in the adoption of a new delegations manual, based on the model which 
is provided by WALGA.  

The current register of delegations is considered appropriate and effective for the Shire of Dandaragan and 
an annual review process is in place managed by the Executive Secretary who liaises with the Executive 
Managers.  

 

Documented Policies and Procedures 
 

The Shire has formalised documents and policies in a number of fields to facilitate consistency in decision 
making. The following non-exhaustive list documents provide an overview of the Shire’s approach to 
policies and procedures: 

1) Council Policy Manual (includes Management Procedures) 

2) Code of Conduct 

3) Customer Service Charter 

4) Business Continuity Plan 

5) Pre-approved Panel of Suppliers Handbook 
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6) Local Emergency Management Plan and Emergency Management Arrangements 

7) Internal HR Policies, Procedures and Forms Manual 

8) Planning and Development Information & Fact Sheets 

9) Project Management Templates 

10) Shire Grant Guidelines and FAQs  

11) Event Checklists and Permit Procedures 

12) Inspection Checklists and Hazard / Incident Report Forms 

13) Procurement Forms and Contract Templates 

14) Lease Document Templates 

 

In general, the approach to documented policies and procedures is relatively comprehensive for the Shire’s 
size and scope of available resources.  

A best practice approach to corporate governance systems would be to ensure a customised manual for 
each staff position thereby providing new employees with effective reference documents to ensure system 
integrity is maintained. Whilst the maintaining and updating of the manual will be the role of the person 
undertaking the tasks, it will ultimately be the responsibility of the department manager to ensure that 
manuals are prepared. 

The policies and procedures identified above are generally scheduled for review on a regular basis. In 
particular, the Council policies are generally reviewed every 2 years and the last review resulted in major 
changes to the layout, content and scope of the existing policy manual. The Council Policy Manual also 
gives rise to changes to internal HR policies and other internal procedures. Each Department is responsible 
for ensuring that documents associated with their core functions are up to date.  

Trained and Qualified Employees 
 

The following table provides an overview of the Shire’s workforce by Educational level reached. The graph 
indicates that there is a broad range of educational experience within the workforce which complements 
practical skills based training provided on the job. In addition, where a position is required to hold formal 
certifications in a discipline by legislation or as an essential aspect of the position description this has been 
confirmed. This is pertinent to staff members within the Development Services department but has also 
been considered through regular review of position descriptions.  
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The Shire’s staff are also supported by Council to undertake regular training, certification and higher 
learning. Most recently a number of staff undertook training in project management after a significant skills 
gap was identified in this area. In addition to internal skills, where the Executive Team identifies skills or 
qualification gaps, the Shire will engage external consultancy resources to mitigate risks associated with 
management or decision making. At present the Shire utilises external resources for Asset Management 
and Civil Works Engineering, this is projected for the foreseeable future. One off projects such as the 
Economic Development Strategy, Tourism Development Strategy, Arts and Culture Plan and Strategic 
Waste Management review also take this approach as needed to supplement staff capacity and expertise.  

The CEO has formed the opinion that the current workforce and supporting consultancy arrangements are 
appropriate and effective for the Shire size and resource capacity.  

System Controls  
During this review a number of key system controls have been considered, based on the Audit in Local 
Government Guideline. These include: 

1) Separation of Roles and Functions, processing and authorisation.  

2) Control of approval of documents, letters and financial records. 

3) Comparison of internal data with other or external sources of information.  

4) Limit of direct physical access to assets and records.  

5) Control of computer applications and information system standards. 

6) Limiting access to make changes in data files and systems. 

7) Regular maintenance and review of financial control accounts and trial balances.  

8) Comparison and analysis of financial results with budgeted amounts.  

9) Report, review and approval of financial payments and reconciliations.  

10) Comparison of the result of physical cash and inventory counts with accounting records.  

The controls relating to financial accounting and integrity are audited externally by the Auditor General. As 
discussed above the Auditor General’s team is within the Shire’s offices for 4 weeks per annum which 
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allows for extensive system integrity and sampling. The CEO is of the opinion that this level of testing is 
appropriate for the Shire’s needs in respect to internal control risks. On review of the recent management 
letters the following items were noted by the Auditor General: 

 
In response to these matters being raised by the Auditor, staff have promptly addressed each one through 
system and procedural changes.  

In addition to the above matters, a number of other observations are made with respect to system controls.  

1) Separation of roles and functions will always be challenging in a small office environment. 
Particularly in routine processes such as the creation and approval of General Journals. While it is 
important to mitigate against the risks of fraudulent activity, it is also important to maximise the 
productive capacity of staff and avoid unnecessary creation of tasks and activities. At present the 
Corporate Services team have liaised with the Auditor General staff in relation to segregation of 
duties and have established suitable arrangements relative to the office size.  

2) With respect to controlling access to the Shire’s documents and financial information, this is 
managed through the utilisation of user profiles and passwords within the Shire’s software suite. 
Passwords are mandated for regular change and departing staff have their user profiles 
deactivated. The IT system is managed by the Executive Manager of Corporate and Community 
Service utilising support from an IT consultant. Staff are only provided access to modules and 
folders that are applicable to their roles and responsibilities.  

3) A fortnightly financial reporting process has been automated to provide regular budget to actual 
analysis by managers and supervisors. This allows for prompt monitoring, planning and response 
to areas of material variance.  

Internal Audit Processes 
 

The Shire’s internal audit process consists of a range of staff being involved in review processes. Generally, 
this is completed through the hierarchal review process and reconciliation process however the CEO also 
seconds the Senior Finance Officer from time to time to undertake detailed testing and facilitate the 
Regulation 17 review data collection. 

It is not feasible for the Shire to resource an independent or designated internal auditor and accordingly the 
Executive Management Team play a significant role in reviewing other staff members work and in particular 
payment processing for payroll and creditors. This is common across regional local governments and 
appropriate and effective for the Shire’s size and capacity.   
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Internal Control Recommendations 
1. Promote the continual development and updating of position based procedure manuals for 

corporate services roles prioritising those duties reliant on Navision and PropertyWise.  

2. Review and document internal controls to access to financial management systems 

3. Implement a procedure for regular review and escalation of items on the Risk Register  

4. Implement procedure for independent reviews on all changes made to the rating database 

5. Create, maintain and review the Supplier Master File. 

6. Implement procedures for independent reviews of all termination and backpay calculations. 

7. Add the payroll master file changes log to the fortnightly payroll balancing for sign off 

8. Add the reconciliation of the fixed asset register to the end of month procedures and have it 
independently reviewed. 

9. Develop and implement appropriate change control policies and procedures for the IT System 
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Legislative Compliance 
 

The compliance programs of a local government are a strong indication of the attitude towards meeting 
legislative requirements. Many aspects of legislative compliance have been reviewed and considered in 
the previous sections of this report on risk management and internal controls.  

The Shire is required to complete an annual Compliance Audit Return and report the findings of this 
process to the audit committee and Council. While predominantly a detective tool, the process is also 
used as a preventative system to ensure the Shire’s staff are aware of the various legislative 
responsibilities and timeframes that need to be adhered to. The last two Compliance Audit Returns have 
not identified any non-compliance matters raised through Annual Return. 

Another recommended legislative compliance system recommended for Audit Committees to review is the 
establishment and maintenance of the statutory complaints register. Under Section 5.121 of the Local 
Government Act 1995 the Shire is required maintain and publish a register of complaints relating to minor 
breaches by Council members. It should be noted that this complaints register has been established and 
there is only one notification of breach that did not require publication dating back to 2016.  

 

One matter that was identified during the CEOs review was that the Department was not provided with a 
response to the Auditor General’s reporting of a “significant finding” in the 2017/2018 financial report. This 
was in contravention of section 7.9 (1)  On further investigation the appropriate disclosure and response 
from Management was presented to the Audit Committee however the minutes of this meeting addressing 
the significant finding were not forwarded to the Department. In response staff training has been provided 
internally and appropriate process has been established within the Executive Secretary’s role to ensure 
this is carried out in the future.  

One other matters of non-compliance has been noted being the Shire’s Corporate Business Plan was not 
updated annually since 2016 as required by Administration Regulation 19DA(4). The Shire’s new Corporate 
Business Plan is being submitted to Council in November and has been developed in a format that will be 
simpler to roll forward each new year.  

 

In addition to the Local Government Act 1995 the Shire is responsible for administering other items of 
legislation. A detailed investigation into the full compliance of the Shire’s operations and past decisions 
relative to other areas of legislation (e.g. Health Act 1911, Building Act 2011, Planning and Developing Act 
2005) has not been undertaken due to the extensive resources that this would take. External checks and 
balances through reporting to the State Government and interface with the Department of Planning indicate 
that the Shire is performing its role effectively. A review of this area of the Shire’s business could be 
considered as part of a future Regulation 17 process with the support of external resources.  

 

Legislative Requirements Recommendations 
1. Ensure an annual process is undertaken to update the Shire’s Corporate Business Plan which 

informs the Shire’s annual budget process.  

2. Implement and assign responsibility for an annual compliance calendar to support timely 
adherence to legislative requirements.  
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Appendix 1 – Current Risk Dashboard 
 

 

 

Risk Control Risk Control
Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Develop a standard building inspection checklist 
to ensure annual works are budgeted and 
completed. 

Jun-20
Complete the IT Plan to document key security 
controls and planning for future improvement. Dec-20

Undertake a review and update of the Shire's 
asbestos register. Develop a planned approach to 
the removal and replacement. 

Jun-20
Ongoing disemmination of information regarding IT 
scams and procurement risks. Ongoing

Complete the review of the Municipal Heritage 
Inventory

Jun-21 Ongoing disemmination of information regarding IT 
scams and procurement risks. 

Dec-20

Develop a standard airport inspection checklist to 
ensure all items are checked and documented on 
a regular basis. 

Jun-21

Implement a marine asset inspection and 
preventative maintenance program. Jun-21

Risk Control Risk Control
Moderate Adequate Low Adequate

Current Actions Due Date Current Actions Due Date

Complete Shire's bushfire risk management plan 
including review of existing firebreak network and 
planned mitigation activities. 

Jun-20

Provide refresher training for staff members 
engaged in playground maintenance and 
inspection. Update inspection forms and link to 
Shire records system. 

Dec-20

Review Business Contingency Response Plan 
and combine Management Procedure Manual Mar-20

Rangers

Management of Facilities, Venues and Events

HR Coordinator

Responsibility

Shire of Dandaragan Risk Dashboard Report November 2019

Asset Sustainability Practices

Responsibility Responsibility

Executive Manager Corporate and 
Community Services. 

Various

Manager Infrastructure Services

Business & Community Disruption

Responsibility

Bushire Risk Planning 
Coordinator

External Theft and Fraud (inc. Cyber Crime)

Executive Manager Development 
Services

Manager of Buildings

Principal Environmental Health 
Officer

Planning Officer
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Risk Control Risk Control
Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Complete IT access and protocols documentation 
with Bridged 30.06.2020

Once staff member appointed, consider 
implementation of compliance calendar Dec-20

Budget for next Reg17 review to be completed 
with external support. Nov-22

Staff Training on statutory requirements of tender 
process and register Dec-19

Review stutory declarations throughout the year 
not just annually eg Financial Interest and related 
party declarations

Dec-19

Risk Control Risk Control
Moderate Inadequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Develop and install new Electronic Records 
Management System Jun-20

Review whether a formal process or policy is 
required for establishing when staff need WWC Jun-20

Complete remodelling of Shire website Jun-20
Review with elected members whether there is a 
need for a social media policy that encompasses 
Councillors

Jun-20

Review and update the Record Keeping Plan & 
Disaster Management Plan in accordance with 
State Legislation. 

Jun-20

Consider increasing scope of stocktakes to 
include other materials such as Nursery stock, 
gravel, mulch and chemical held within Shire 
depots. 

Jun-20

Implementing annual reminder of Code of Coduct 
for Staff and elected members Jun-20

Risk Control Risk Control
Moderate Effective Moderate Adequate

Current Actions Due Date Current Actions Due Date

Implement an employee satisfaction and culture 
survey to measure current internal climate. 

Jun-20

Implement standard project debriefing process for 
major projects with lessons learnt and outcomes 
based report to capture project learnings and 
prevent future errors. 

Dec-20

Complete restructure and re-employment of staff 
in customer service / visitor centre operations. Dec-19

Manager Customer and 
Community Services

Executive Manager Corporate and 
Community Services

IT, Communication Systems and Infrastructure

Responsibility
Manager Customer and 

Community Service

Responsibility
Executive Manager Corporate and 

Community Services

CEO

Executive Manager Corporate and 
Community Services

Responsibility

Document Management Processes

Project / Change Management

Responsibility

Chief Executive Officer

Chief Executive Officer

Manager Customer and 
Community Services

Responsibility

Employment Practices

Chief Executive Officer

Misconduct

Manager Customer and 
Community Service

CEO / HR Coordinator

Responsibility

HR

Executive Manager Corporate and 
Community Service

Failure to Fulfil Compliance Requirements 
(Statutory, Regulatory)
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Risk Control Risk Control
Low Effective High Adequate

Current Actions Due Date Current Actions Due Date
Feedback regarding "forgotten" corner (South-
East) from September 2019 Dandaragan Council 
meeting needs to be considered. Commencing 
with a better understanding of their needs and 
concerns. 

Jun-20
Regularly review hazard and incident register and 
assign rectification needs to officers with 
timeframes for completion. 

Jun-20

Establish a schedule of workplace inspections to 
guide regular inspection process with assistance 
from LGIS. 

Jun-20

Establish contractor induction process and deliver 
first rollout of inductions to regular local 
contractors

Mar-20

Review the current staffing arrangements for the 
Visitors Centre on weekends, consider 
implementation of casual or volunteer roles to 
remove isolated worker risks. 

Jun-20

Risk Control Risk Control
High Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date

Consider the medium term appointment of a staff 
member to coordinate environmental 
responsibilities are projects. 

Jun-21

Complete the development of the contract 
development and monitoring process map to avoid 
supply relationships being held over on monthly 
arrangements. 

Jun-20

Complete Strategic Waste Management Plan Jun-20
Continue rollout of standard contract for goods and 
services in accordance with WALGA procurement 
toolkit

Ongoing

Complete the Bushfire Risk Management Plan Dec-20 Introduce Contractor Inductions process

Establish and implement project team for 
Prescribed Burning Mitigation Strategy Dec-20

Risk Control
Moderate Adequate

Current Actions Due Date
Continue process mapping working group to 
review and address complex processes. Ongoing

CESC

Responsibility

CEO

Safety and Security Practices

Responsibility

PEHO

Supplier and Contract Management

Various

Executive Manager Corporate and 
Community Services

Responsibility

Bushfire Risk Planning 
Coordinator / CESC

To add additional Actions cells, insert a new line, 
click in the last of the existing cells above and 
drag down. This will bring the formulas into the 

new cells.

PEHO

PEHO

Principal Environmental Health 
Officer

Environment Management

Engagement practices

Errors, Omissions and Delays

Manager Customer and 
Community Services

Senior Finance Officer

Responsibility

CEO

Responsibility



 

 

Appendix 2 – Insurance Profile 

 

Insurance Class 
Insurance 
Company Limits Excess/Deductible 

Casual Hirers 
Liability LGIS Liability Aggregate Limit $10,000,000 $500 
Crime LGIS Liability Any One Person $1,000,000 $1,000 
LGIS Bush Fire LGIS Bush Fire Aggregate Limit Unlimited Nil Excess 
LGIS Liability LGIS Liability Public Liability $600,000,000 $5,000 
    Products Liability $600,000,000 Nil Excess 

    
Professional 
Indemnity $600,000,000 $1,500 

LGIS Property LGIS Property 
Sections 1&2 
combined $600,000,000 $1,000 

LGIS Work Care LGIS Work Care Common Law Cover Unlimited Nil Excess 

    
Journey Injury 
Capital Benefit $300,000 Nil Excess 

    
Journey Injury 
Weekly Benefit $2,500 Nil Excess 

Corporate Travel 
Chubb 
Insurance 

Death and Capital 
Benefit $300,000 $250 

    Weekly Benefit up to $2,500 Nil Excess 
    Aggregate Limit $10,000,000   
Management 
Liability 

Chubb Ins. 
Australia Ltd 

Councillors and 
Officers Liability $2,000,000 $5,000 

    Statutory Liability $2,000,000 $2,000 

    
Employment 
Practices Liability $2,000,000 $12,500 

    Cyber Extortion Not Insured Not Insured 

Marine Cargo 

QBE Ins. 
through Key 
Underwriting Within Australia $100,000 $100 

    Imports Not Insured Not Insured 
    Exports Not Insured Not Insured 

Marine Hull 
Commercial 

QBE Ins.through 
Key 
Underwriting Section One $69,000 $500 

    Section Two Not Insured   
Motor Vehicle 
and Plant 

Zurich Australia 
Insurance Ltd Section One $20,000,000 Basic Excess  $500 

    Section Two $35,000,000 Capped Excess 
    Dangerous Goods $5,000,000 $30,000 

Personal Accident 
Chubb 
Insurance Capital benefits $300,000 Non Medicare  

    Weekly Benefit up to $2,500 Medical Expenses 
    Aggregate Limit $10,000,000 $25 
Pollution Legal 
Liability 

AIG Australia 
Limited 

Total Aggregate limit 
across all members $50,000,000 $50,000 

Cyber Liability 
Chubb Ins. 
Australia Ltd & Aggregate Limit $1,000,000 $10,000 
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Appendix 3 – Audit Committee Terms of Reference 
 

 
 

AUDIT COMMITTEE 

TERMS OF REFERENCE  

    Objectives of Audit Committees  

The primary objective of the audit committee is to accept responsibility for the annual 
external audit and liaise with the local government’s auditor so that Council can be satisfied 
with the performance of the local government in managing its financial affairs. 

Reports from the committee will assist Council in discharging its legislative 
responsibilities of controlling the local government’s affairs, determining the local 
government’s policies and overseeing the allocation of the local government’s finances 
and resources. The committee will ensure openness in the local government’s financial 
reporting and will liaise with the CEO to ensure the effective and efficient management 
of the local government’s financial accounting systems and compliance with legislation. 

The committee is to facilitate – 

• the enhancement of the credibility and objectivity of external financial reporting; 
• effective management of financial and other risks and the protection of Council 

assets; 
• compliance with laws and regulations as well as use of best practice guidelines 

relative to audit, risk management, internal control and legislative compliance; and 
• The provision of an effective means of communication between the external auditor, 

the CEO and the Council. 
Powers of the Audit Committee 

The Audit committee is to report to Council and provide appropriate advice and 
recommendations on matters relevant to its terms of reference.  This is in order to facilitate 
informed decision-making by Council in relation to the legislative functions and duties of the 
local government that have not been delegated to the CEO. 

The committee is a formally appointed committee of council and is responsible to that body.  
The committee does not have executive powers or authority to implement actions in areas 
over which the CEO has legislative responsibility and does not have any delegated financial 
responsibility.  The committee does not have any management functions and cannot involve 
itself in management processes or procedures. 

Membership 

The committee will consist of four elected.  All members shall have full voting rights. 

The CEO and employees are not members of the committee. 
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The CEO or his/her nominee is to be available to attend meetings to provide advice 
and guidance to the committee. 

The local government shall provide secretarial and administrative support to the 
committee. 

Meetings 

The committee shall meet at least biannually. 

Additional meetings shall be convened at the discretion of the presiding person. 

Reporting 

Reports and recommendations of each committee meeting shall be presented to the next 
ordinary meeting of the Council. 

Duties and Responsibilities 

The duties and responsibilities of the committee will be – 

a) Provide guidance and assistance to Council as to the carrying out the functions 
of the local government in relation to audits; 

b) Meet with the auditor once in each year and provide a report to Council on the 
matters discussed and outcome of those discussions; 

c) Liaise with the CEO to ensure that the local government does everything in its power 
to – 
• assist the auditor to conduct the audit and carry out his or her other duties under 

the Local Government Act 1995; and 
• ensure that audits are conducted successfully  and  expeditiously; 

d) Examine the reports of the auditor after receiving a report from the CEO on the 
matters to – 
• determine if any matters raised require action to be taken by the local 

government; and 
• ensure that appropriate action is taken in respect of those matters; 

e) Review the report prepared by the CEO on any actions taken in respect of any 
matters raised in the report of the auditor and presenting the report to Council for 
adoption prior to the end of the next financial year or 6 months after the last report 
prepared by the auditor is received, whichever is the latest in time; 

f) Consider and recommend adoption of the annual financial report to Council.; 
g) Address issues brought to the attention of the committee, including responding to 

requests from Council for advice that are within the parameters of the committee’s 
terms of reference; 

h) Seek information or obtain expert advice through the CEO on matters of concern within 
the scope of the committee’s  terms of reference following  authorisation from the  Council; 

i) Review the annual Compliance Audit Return and report to the council the results 
of that review, and 

j) Consider and recommend adoption of the annual budget review to Council, and; 
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k) Consider the CEO’s reviews of the appropriateness and effectiveness of the local 
government’s systems and procedures in regard to risk management, internal control 
and legislative compliance, required to be provided to the committee, and report to the 
council the results of those reviews. 



Page 1

Risk Control Risk Control
Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date

Develop a standard building inspection checklist to 
ensure annual works are budgeted and completed. Jun-20 Complete the IT Plan to document key security 

controls and planning for future improvement. Dec-20

Undertake a review and update of the Shire's 
asbestos register. Develop a planned approach to 
the removal and replacement. 

Jun-20 Ongoing disemmination of information regarding IT 
scams and procurement risks. Ongoing

Complete the review of the Municipal Heritage 
Inventory Jun-21 Ongoing disemmination of information regarding IT 

scams and procurement risks. Dec-20

Develop a standard airport inspection checklist to 
ensure all items are checked and documented on a 
regular basis. 

Jun-21

Implement a marine asset inspection and 
preventative maintenance program. Jun-21

Risk Control Risk Control
Moderate Adequate Low Adequate

Current Actions Due Date Current Actions Due Date

Complete Shire's bushfire risk management plan 
including review of existing firebreak network and 
planned mitigation activities. 

Jun-20

Provide refresher training for staff members 
engaged in playground maintenance and inspection. 
Update inspection forms and link to Shire records 
system. 

Dec-20

Review Business Contingency Response Plan and 
combine Management Procedure Manual Mar-20

Risk Control Risk Control
Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Complete IT access and protocols documentation 
with Bridged 30.06.2020

Once staff member appointed, consider 
implementation of compliance calendar Dec-20

Budget for next Reg17 review to be completed with 
external support. Nov-22

Staff Training on statutory requirements of tender 
process and register Dec-19

Review stutory declarations throughout the year not 
just annually eg Financial Interest and related party 
declarations

Dec-19

Risk Control Risk Control
Moderate Inadequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Develop and install new Electronic Records 
Management System Jun-20 Review whether a formal process or policy is 

required for establishing when staff need WWC Jun-20

Complete remodelling of Shire website Jun-20
Review with elected members whether there is a 
need for a social media policy that encompasses 
Councillors

Jun-20

Review and update the Record Keeping Plan & 
Disaster Management Plan in accordance with 
State Legislation. 

Jun-20
Consider increasing scope of stocktakes to include 
other materials such as Nursery stock, gravel, 
mulch and chemical held within Shire depots. 

Jun-20

Implementing annual reminder of Code of Coduct 
for Staff and elected members Jun-20

Risk Control Risk Control
Moderate Effective Moderate Adequate

Current Actions Due Date Current Actions Due Date

Implement an employee satisfaction and culture 
survey to measure current internal climate. Jun-20

Implement standard project debriefing process for 
major projects with lessons learnt and outcomes 
based report to capture project learnings and 
prevent future errors. 

Dec-20

Complete restructure and re-employment of staff in 
customer service / visitor centre operations. Dec-19

Risk Control Risk Control
Low Effective High Adequate

Current Actions Due Date Current Actions Due Date
Feedback regarding "forgotten" corner (South-
East) from September 2019 Dandaragan Council 
meeting needs to be considered. Commencing 
with a better understanding of their needs and 
concerns. 

Jun-20
Regularly review hazard and incident register and 
assign rectification needs to officers with 
timeframes for completion. 

Jun-20

Establish a schedule of workplace inspections to 
guide regular inspection process with assistance 
from LGIS. 

Jun-20

Establish contractor induction process and deliver 
first rollout of inductions to regular local contractors Mar-20

Review the current staffing arrangements for the 
Visitors Centre on weekends, consider 
implementation of casual or volunteer roles to 
remove isolated worker risks. 

Jun-20

Risk Control Risk Control
High Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date

Consider the medium term appointment of a staff 
member to coordinate environmental 
responsibilities are projects. 

Jun-21

Complete the development of the contract 
development and monitoring process map to avoid 
supply relationships being held over on monthly 
arrangements. 

Jun-20

Complete Strategic Waste Management Plan Jun-20
Continue rollout of standard contract for goods and 
services in accordance with WALGA procurement 
toolkit

Ongoing

Complete the Bushfire Risk Management Plan Dec-20 Introduce Contractor Inductions process

Establish and implement project team for 
Prescribed Burning Mitigation Strategy Dec-20

Risk Control
Moderate Adequate

Current Actions Due Date
Continue process mapping working group to review 
and address complex processes. Ongoing

Errors, Omissions and Delays

External Theft and Fraud (inc. Cyber Crime)

Executive Manager Development 
Services

Manager Customer and 
Community Services

Senior Finance Officer

Executive Manager Corporate and 
Community Service

Responsibility

CEO

Manager of Buildings

Principal Environmental Health 
Officer

Planning Officer

Responsibility

Failure to Fulfil Compliance Requirements 
(Statutory, Regulatory)

Shire of Dandaragan Risk Dashboard Report November 2019

Asset Sustainability Practices

Responsibility

Principal Environmental Health 
Officer

Manager Customer and 
Community Service

CEO / HR Coordinator

Responsibility

Executive Manager Corporate and 
Community Services. 

Various

Manager Infrastructure Services

Responsibility

Environment Management

Engagement practices

Business & Community Disruption

Responsibility

Bushire Risk Planning Coordinator

HR

Document Management Processes

Project / Change Management

Responsibility

Chief Executive Officer

Chief Executive Officer

Manager Customer and 
Community Services

Responsibility

Employment Practices

Chief Executive Officer

Misconduct

PEHO

CEO

Executive Manager Corporate and 
Community Services

Responsibility

HR Coordinator

Responsibility

Rangers

Responsibility
Manager Customer and 

Community Service

Responsibility

Management of Facilities, Venues and Events

Responsibility
Executive Manager Corporate and 

Community Services

PEHO

Supplier and Contract Management

Various

Executive Manager Corporate and 
Community Services

Responsibility

Bushfire Risk Planning 
Coordinator / CESC

To add additional Actions cells, insert a new line, 
click in the last of the existing cells above and drag 

down. This will bring the formulas into the new cells.

PEHO

CESC

Manager Customer and 
Community Services

Executive Manager Corporate and 
Community Services

Responsibility

CEO

Safety and Security Practices

IT, Communication Systems and Infrastructure



Oct-19

Skill level & behaviour of operators

Lack of trained staff

Outdated equipment
Insufficient budget to maintain or replace assets

Key Controls Type Date Rating Control Owner Control is documented 
and up to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Routine maintenance: Hard Infrastructure (Roads, bridges, 
drainage, footpaths) Preventative Oct-19 Adequate Dandaragan Operations 

Supervisor / EMI No Yes Yes Yes Yes

Annual operations budgets and 
customer requests drive cyclical 
programming for routine 
maintenance. Process is 
supported by trained and 
experienced staff. 

Routine maintenance: Other infrastructure (Parks, reserves & play 
equipment) Preventative Oct-19 Adequate Jurien Bay Operations 

Supervisor Yes Yes Yes Yes Yes Cyclical plans are established via 
zone. Process is supported by 
trained and experienced staff. 

Routine maintenance: Plant, fleet & equipment Preventative Oct-19 Effective Depot Mechanics No Yes Yes Yes Yes
Routine maintenance timeframes 
are established in accordance with 
hours or kms. 

Routine maintenance: buildings Preventative Oct-19 Adequate Manager Buildings No No No Yes Yes

Further improvement could be 
established with documented 
inspection and works identification. 
Regular maintenance contracts 
could also be established given 
limited internal capacity - e.g. air 
conditioners, lighting maintenance. 

Asset register (roads, buildings, playgrounds, etc) Detective Oct-19 Effective Executive Manager 
Corporate and Community Yes Yes Yes Yes Yes Asset register linked to finance 

system and under regular review 
through Fair Value process.

Asset management plan Preventative Oct-19 Inadequate Executive Manager 
Corporate and Community No Yes Yes No Yes

AMPs are currently under review

Reactive (breakdown) maintenance Recovery Oct-19 Adequate Depot Mechanics and 
Supervisors No Yes Yes Yes Yes No documented process required 

for reactive breakdowns

Asbestos register and procedures Preventative Oct-19 Adequate Principal Environmental 
Health Officer Yes Yes Yes Yes Yes

Plan was last updated in 2014.

Licences and training Preventative Oct-19 Effective HR Coordinator Yes Yes Yes Yes Yes
Licenses checked annually, 
license upgrades coordinated by 
HR Coordinator

Heritage Inventory List Detective Oct-19 Adequate Planning Officer No Yes No Yes Yes Municipal Inventory currently 
under review

Airport maintenance program Prevent / Detect Oct-19 Adequate Rangers Yes Yes Yes Yes Yes
Airport is checked on a weekly 
basis by Rangers and daily by Sky 
Dive operator. Any deficiencies are 
reported for rectification. 

Marine Asset / Structure Inspections Prevent / Detect Oct-19 Adequate Executive Manager 
Development Services No No No No Yes

At present the Shire has a  Jetty 
and old jetty structure that 
interface with the marine 
environment. It also owns a 
pontoon for swimming. There is not 
currently a regular preventative 
maintenance program in place. 
The old Jurien Bay Jetty may have 
some structural condition concerns 
that warrant public notice or 
engineering works. 

Staff Training Preventative Oct-19 Effective HR Coordinator Yes Yes Yes Yes Yes

Training matrix and register 
currently up to date. Regular 
interface with performance 
management processes. 

Adequate

Due Date Responsibility Comments
Jun-20 Manager of Buildings

Jun-20 Principal Environmental 
Health Officer

Jun-21 Planning Officer
Jun-21 Rangers

Jun-21 Executive Manager 
Development Services

Consequence Category Rating Comments

Moderate Constant No major changes evident
Possible Constant No major changes evident9

Moderate ↔

Indicators Type Better or worse 
than Benchmark?

Trend since last 
review? Comments

Asset Consumption Ratio (The ratio highlights the aged condition of 
stock of physical assets) Leading

Asset Renewal Funding Ratio (The financial capacity to fund asset 
renewal as required, and continue to provide existing levels of 
services)

Leading

Asset Sustainability Ratio (Measures the extent to which assets are 
replaced as they reach the end of their useful lives) Leading

Insurance claims Lagging
Breakdowns > 2 days lost productivity Lagging
Substantiated complaints about asset conditions Lagging

50%

75% - 95%

90%

Current maturity of Asset Management Plans restricts validation of asset sustainability performance. Plans are expected to be updated by 
end of October which will set more informed targets and expenditure requirements. 

Benchmark

1 per month
<10 per annum

<10 per annum

Overall Risk Ratings: 

Overall Control Ratings: 

Comments

Controls Assurance

Requires development

Planned

Planned

Failure or reduction in service of infrastructure assets, plant, equipment or machinery.  
These include fleet, buildings, roads, playgrounds, boat ramps and all other assets during their lifecycle from procurement to disposal. 

Areas included in the scope are;
-Inadequate design (not fit for purpose) 
-Ineffective usage (down time) 
-Outputs not meeting expectations
-Inadequate maintenance activities. 
-Inadequate financial management and planning (capital renewal plan).
It does not include issues with the inappropriate use of the Plant, Equipment or Machinery.  Refer Misconduct. 

Risk Ratings

Service interruption, Financial, Reputation

Asset Sustainability Practices

Potential causes include;

Consequence: 
Likelihood: 

Unavailability of parts

Lack of formal or appropriate scheduling (maintenance / inspections)

Unexpected breakdowns

Develop a standard airport inspection checklist to ensure all items are checked and 

Implement a marine asset inspection and preventative maintenance program. 

Undertake a review and update of the Shire's asbestos register. Develop a planned approach 
to the removal and replacement. 

Complete the review of the Municipal Heritage Inventory

Develop a standard building inspection checklist to ensure annual works are budgeted and 
Current Actions Status of Actions

Has the Risk Rating Changed since the last review?

Consequence: 

Risk rating trend since last review

Comments

Likelihood: 

Result

Requires Review
Requires Review



Oct-19

Cyclone, storm, fire, earthquake

Terrorism / sabotage / criminal behaviour

Epidemic / Pandemic

Loss of suppliers

Climate change

Key Controls Type Date Rating Control Owner Control is documented 
and up to date? Control is understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Current LEMA & Recovery Plans Recovery Oct-19 Adequate Community Emergency 
Services Coordinator Yes Yes Yes Yes Yes Plans are currently / 

regulalry being 
reviewed and updated

Regular LEMC, DEMC meetings Detective Oct-19 Effective Community Emergency 
Services Coordinator Yes Yes Yes Yes Yes Regulalry scheduled, 

recent improvements in 
content and relevance. 

Business Continuity Framework (Policy, Procedures & Plans) Preventative Oct-19 Effective
Executive Manager 

Corporate and Community 
Services

Yes Yes Yes Yes Yes Plan recently developed 
with LGIS. 

Fire break / fuel load inspections and enforcement Detective Oct-19 Effective Community Emergency 
Services Coordinator No Yes Yes Yes Yes

Bushfire Risk 
Management Plan near 
complete. Current 
network is viewed as 
effective. 

Fully trained fire Wardens Preventative Oct-19 Adequate Executive Manager 
Development No Yes Yes Yes Yes

Building evacuation 
recently practiced, 
process of evacuation 
is not documented 
except for evacuation 
maps. 

Generator Recovery Oct-19 Not Rated No generator currently 
in place. 

I.T. Disaster Recovery Plan Recovery Oct-19 Adequate
Executive Manager 

Corporate and Community 
Services

Yes Yes Yes Yes Yes

EMT reviews all 
incident reports and 
documents findings or 
changes required 
through standing EMT 
agenda item. 

Regular debriefing and reviewing of incidents Detective Oct-19 Adequate EMT Yes Yes Yes Yes Yes

EMT reviews all 
incident reports and 
documents findings or 
changes required 
through standing EMT 

Bushfire Risk Management Plan Detective Oct-19 Adequate Bushfire Risk Planning 
Coordinator Yes Yes Yes Yes Yes

Bushfire Risk 
Management Plan near 
complete. Current 
network is viewed as 
effective. 

Adequate

Due Date Responsibility Comments

Jun-20 Bushire Risk Planning 
Coordinator On track. 

Mar-20

Consequence Category Rating Comments

Moderate
Possible9

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

Non-compliance with Emergency Management Legislation Leading Better
Number of core service interruptions Leading Better
Resignations / terminations of key personnel Lagging Better

Months since last LEMA Exercise Leading Better

Risk Ratings

Service Interruption / Reputation

Has the Risk Rating Changed since the last review?

Consequence: 
Likelihood: 

Risk rating trend since last review

Controls Assurance

Current Actions 

Overall Control Ratings: 

Comments

Status of Actions

Plan nearly complete, requires endorsement from OBRM and Council. 

No incidents of core service interruptions identified. 
Within current benchmark. 

Result

No incidents of non compliance identfied

Last exercise was in September 2019

Current risk controls associated with Business and Community Disruption are suitable for the Shire's size. There has not however 
been any major incidents or events that have actually tested the performance of the Shire's management capacity in recent years. 

Complete Shire's bushfire risk management plan including review of existing firebreak network 
and planned mitigation activities. 
Review Business Contingency Response Plan and combine Management Procedure Manual

Benchmark

Zero
Zero

No more than one per 24 months

<12

Comments

Potential causes include;

Extended utility outage

Overall Risk Ratings: 

Consequence: 
Likelihood: 

Economic Factors

Loss of Key Staff

Loss of key infrastructure

Business & Community Disruption

Failure to adequately prepare and respond to events that cause disruption to the local community and / or normal business activities.  This 
could be a natural disaster, weather event, or an act carried out by an external party (e.g. sabotage / terrorism). 
This includes;
-Lack of (or inadequate) emergency response / business continuity plans. 
-Lack of training for specific individuals or availability of appropriate emergency response.  
-Failure in command and control functions as a result of incorrect initial assessment or untimely awareness of incident.  
-Inadequacies in environmental awareness and monitoring of fuel loads, curing rates etc 
This does not include disruptions due to IT Systems or infrastructure related failures - refer "Failure of IT & communication systems and 
infrastructure".



Oct-19

Lack of training, awareness and knowledge

Staff Turnover

Inadequate record keeping/ failure of corporate electronicsystems

Ineffective policies & processes
Impulsive decision making
Councillor turnover

Key Controls Type Date Rating Control Owner Control is documented 
and up to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Audit and Risk Committee Preventative Oct-19 Adequate
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes Terms of Reference up 
to date and compliant

Compliance Calendar (Not Current - To be Reviewed) Preventative Oct-19 Inadequate

External Audits (compliance) Detective Oct-19 Effective
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes Undertaken by Auditor 
General

Financial management reviews Detective Oct-19 Adequate Chief Executive Officer No Yes Yes Yes Yes

Last FMR completed in 
2016. Process is not 
documented as a 
scope of works is 
agreed with 
consultancy company 
who complete the 
audit. 

Compliance Audit Return (DLGC) Detective Oct-19 Effective
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes
Completed annually in 
accordance with 
legislation. 

Councillor / Staff Induction Process Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

Induction 
documentation is up to 
date, additional 
measure would be to 
undertake re-induction 
after 3 months. Subject 
to staff resources. 

Councillor / Staff training Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

Staff training matrix 
and plan established. 
Councillor matrix to be 
developed based on 
required learning under 
new Regs. 

Disability inclusion plan Detective Oct-19 Effective Chief Executive Officer Yes Yes Yes Yes Yes DAIP up to date and 
actively implemented. 

Tender and Procurement process Preventative Oct-19 Effective Chief Executive Officer Yes Yes Yes Yes Yes

Procurement policy 
and documentation 
recently reviewed. 
Ongoing review and 
regular training 
required. 

DWER Licencing requirements (Clearing Permits, Waste Facility 
Licenses) Preventative Oct-19 Adequate Manager Infrastructure 

Services Yes Yes Yes Yes Yes

Clear understanding 
within key staff of 
licensing requirements. 
Improved 
documentation to be 
delivered through 
Strategic Waste 
Management Plan. 

Three year Legislative review of compliance (Reg17) Detective Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

On track, currently 
utilising support and 
documentation from 
LGIS. Will benefit from 
external support in next 
review. 

Adequate

Due Date Responsibility Comments

Jun-20 Chief Executive Officer
Dec-20 Chief Executive Officer
Nov-22 Chief Executive Officer
Dec-19 Chief Executive Officer
Dec-19

Consequence Category Rating Comments

Reputation, Financial Major
Unlikely8

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

3rd party adverse findings against Shire Lagging
Significant Findings in Audit Report Lagging
Increased scrutiny from regulators or agencies LaggingCompliance breach letters from the Department of Local 
Go ernment Lagging
Litigation, fines or penalties Lagging
Negative responses in Compliance Audit Return Lagging

Ineffective monitoring of changes to legislation

Potential causes include;

Lack of Legal Expertise
No Compliance Officer or person responsible for Compliance 
oversight and enforcement

Attitudinal problems

Controls Assurance

Staff Training on statutory requirements of tender process and register
Review stutory declarations throughout the year not just annually eg Financial Interest and 

Future budget allocation.
Immediate implimentation

Status of Actions

Workforce Plan currently in development.
Awaiting workforce structure adjustment

Review current workforce structure to appoint staff member in charge of internal audit and 
monitoring benchmarks of Risk Profile tool. 

Comments

Has the Risk Rating Changed since the last review?

Consequence: 
Likelihood: 

Risk rating trend since last review

Result

The Risk review found no material findings in relation to compliance requirements other than current signficant audit findings in 
relation to the operating surplus ratio and failure to report an Asset Renewal Funding Ratio. These items are currently being 
addressed through the development of the Long Term Financial Plan. It was noted that the CBP was not updated / reviewed 
annually and a process will need to be established to deliver this. 

Once staff member appointed, consider implementation of compliance calendar

Benchmark

Zero
=<1
Nil
Nil
Nil

Comments

Likelihood: 

Overall Risk Ratings: 

Risk Ratings

Nil

Budget for next Reg17 review to be completed with external support. 

Failure to Fulfil Compliance Requirements (Statutory, 
Regulatory)

Consequence: 

Current Actions 

Failure to correctly identify, interpret, assess, respond and communicate laws and regulations as a result of an inadequate compliance 
framework. This includes, new or proposed regulatory and legislative changes, in addition to the failure to maintain updated internal & public 
domain legal documentation. It includes (amongst others) the Local Government Act, Planning & Development Act, Health Act, Building 
Act, Dog Act, Cat Act, Freedom of Information Act and all other legislative based obligations for Local Government.

It does not include Occupational Safety & Health Act (refer "Inadequate safety and security practices") or any Employment Practices 
based legislation (refer “Ineffective Employment practices).

Breakdowns in the tender or procurement process

Overall Control Ratings: 



Oct-19

Spreadsheet/database/document corruption or 
loss
Inadequate access and / or security levels
Inadequate Storage facilities (including climate 
control)
High Staff turnover
Incompatible systems
Lack of awareness of the State Records Act
Historical legacies

Key Controls Type Date Rating Control Owner
Control is 

documented and up to 
date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Electronic records management system 
(capturing, allocating, retention, storage, 
security, archiving, disposal)

Preventative Oct-19 Inadequate

Executive Manager 
Corporate and 

Community 
Services

Yes No Yes Yes Yes

Increasing use of 
emails as primary 
written response 
source sometimes not 
captured in Records 
system. Still 
searchable but not 
effectively registered. 
New EDMS currently 
being scoped and 
trialled by supplier. 

Document Disaster Recovery Plan Recovery Oct-19 Adequate

Executive Manager 
Corporate and 

Community 
Services

Yes Yes Yes Yes Yes

Needs updating last 
Disaster Management 
plan dated 2005

Website Content Management Preventative Oct-19 Inadequate

Executive Manager 
Corporate and 

Community 
Services

No Yes Yes Yes Yes

Current CMS and 
website is ineffective 
for document storage 
and ease of public 
access. In addition 
would benefit from 
links to records 
management system 
for compliance. 

Document security (physical and electronic) Preventative Oct-19 Adequate

Executive Manager 
Corporate and 

Community 
Services

Yes Yes Yes Yes Yes

Password protection to 
appropriate folders. 
Filing room is looked 
as appropriate, in 
particulary personnel 
files. 

Ongoing awareness training and education Preventative Oct-19 Adequate HR Coordinator No Yes Yes Yes Yes

Further records based 
training and refresher 
training to be provided 
once new records 
system is 
implemented. 

Archive Storage Facility
Preventative Oct-19 Adequate Records Officer No Yes Yes Yes Yes

No temp controlled 
archive facility as per 
best practice. 

Inadequate

Due Date Responsibility Comments

Jun-20
Executive Manager 

Corporate and 
Community Services

Jun-20
Manager Customer 

and Community 
Services

Jun-20
Executive Manager 

Corporate and 
Community Services

Consequence Category Rating Comments

Moderate
Possible

9

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

% of records not actioned within timeframes Lagging

Number of documents not stored electronically 
or archived off-site Leading

Number of outstanding records year to date Lagging
Inability to complete FOI due to loss / absence 
of documentation Lagging

Controls Assurance

Status of Issues / Actions / Treatments

Result

Will need to be completed once the new EDMS is in place. 

Currently the Shire is working with CouncilFirst to integrate a new EDMS. The product is currently being trialled at 
Peppermint Grove and is expected to be a better solution than Magiq. 

Currently the Shire is working with Market Creations on the website remodelling. 50% complete. 

The current EMDS improvement approach is to implement a fully electronic stored records system which 
integrates across departments and software platforms, including the capacity to capture incoming and 
outgoing emails. 

Develop and install new Electronic Records Management System

Complete remodelling of Shire website

Review and update the Record Keeping Plan & Disaster Management 
Plan in accordance with State Legislation. 

Nil

Comments

Has the Risk Rating Changed since the last review?

Consequence: 
Likelihood: 

Risk rating trend since last review

Document Management Processes

Comments

Overall Risk Ratings: 

Overall Control Ratings: 

Potential causes include;

Consequence: 
Likelihood: 

Outdated record keeping practices

Lack of system/application knowledge

Standard Operating Policies not followed

High workloads and time pressures

Failure to adequately capture, store, archive, retrieve, provide or dispose of documentation.  This includes:
-Contact lists.
-Procedural documents, personnel files, complaints.
-Applications, proposals or documents.
-Contracts.
-Forms or requests.

<20 per annum. 

Nil
<50

Incomplete Authorisation Trails
Lack of awareness of use of network drives and folders

Benchmark

Risk Ratings

Compliance / Reputation

Current Actions 



Oct-19

Leadership failures

Key / single-person dependencies

Poor internal communications / relationships
Ineffective Human Resources policies, procedures and practices 

Key Controls Type Date Rating Control Owner Control is documented 
and up to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Human Resource Framework (Policies and Procedures) Preventative
Oct-19

Effective HR Coordinator Yes Yes Yes Yes Yes

Comprehensive suite of 
developed and 
maintained HR policies 
and procedures. 

Employee Assistance Program & HR support Recovery Oct-19 Adequate CEO / HR Coordinator Yes Yes Yes Yes Yes Supported by EAP 
through LGIS. 

Recruitment, Selection & Induction process (inc. mandatory licencing / 
tickets etc) Preventative

Oct-19
Effective HR Coordinator Yes Yes Yes Yes Yes Implemented. 

Ongoing staff training and education program Preventative

Oct-19

Adequate HR Coordinator Yes Yes Yes Yes Yes

Training matrix 
developed, further 
integration required with 
budgeting process and 
greater activity required 
from supervisors through 
performance review 
process. 

Performance appraisals / Review process Detective

Oct-19

Adequate HR Coordinator Yes Yes Yes Yes Yes

Sound review 
documentation and 
process in place. Greater 
acceptance and actual 
delivery of process 
required by some 
supervisors. 

Probation checklist Detective

Oct-19

Effective HR Coordinator Yes Yes Yes Yes Yes

Effective implementation 
of checklist and ensuring 
all new staff members 
receive thorough 
induction. Could be 
improved by follow up 
induction post 3 months. 

Staff multiskilling & rotation Preventative

Oct-19

Adequate All managers No Yes Yes Yes Yes

Regular staff rotation 
occurs to manage leave 
and absence. Primary 
risk lies at Executive 
Level skill sets. 

Workforce planning (12 month plan) Detective

Oct-19

Adequate Chief Executive Officer Yes Yes Yes Yes Yes
Current Workforce Plan 
review is complete, 
awaiting finalisation of 
CBP and graphic design. 

Exit interview and exit process Recovery
Oct-19

Effective HR Coordinator Yes Yes Yes Yes Yes
Process documented and 
in place. Non-
compulsory. 

Effective

Due Date Responsibility Comments
Jun-20 CEO / HR Coordinator

Dec-19 Manager Customer and 
Community Services

Consequence Category Rating Comments

Moderate
Unlikely

6

Moderate

Indicators Type Better or worse 
than Benchmark?

Trend since last 
review? Comments

Average absenteeism / unscheduled leave utilisation Lagging
Employee Satisfaction survey % Leading
Employee Turnover (% Staff turnover rate) Lagging
Average Tenure (Number of years working at the Shire) Leading
Suitable budget for training Leading
Workers Compensation claims (stress claims) Lagging
# employee inductions completed Lagging

Implement an employee satisfaction and culture survey to measure current internal climate. 
Current Actions 

Complete restructure and re-employment of staff in customer service / visitor centre operations. 

Compliance, Health, Reputational, Financial

Risk Ratings

Likelihood: 

Risk rating trend since last review

Has the Risk Rating Changed since the last review?

Consequence: 

Benchmark

<8 days per employee (pro-rata)

Recruitment process underway. 

Controls Assurance

Status of Actions
Awaiting funding allocation from LGISWA. 

Current employment practices are performing well. A number of benchmarks for this area aim to improve on national averages. 

$60k per annum
Zero
100%

Comments

Result

Employment Practices

Potential causes include

Comments

Overall Risk Ratings: 

Overall Control Ratings: 

Consequence: 
Likelihood: 

Ineffective performance management programs or procedures

Limited staff availability - labour market conditions

Inconsistent application of policies
Inadequate induction practices

Failure to effectively manage and lead human resources (full-time, part-time, casuals, temporary and volunteers).  
This includes:
-Not having appropriately qualified or experienced people in the right roles.
-Insufficient staff numbers to achieve objectives.
-Breaching employee regulations.
-Discrimination, harassment & bullying in the workplace.
-Poor employee wellbeing (causing stress).
-Key person dependencies without effective succession planning in place.
-Industrial action

75%
<15%

>3.3 years



Oct-19

Relationship breakdowns with community groups
Leadership inattention to current issues
Inadequate documentation or procedures
Budget / funding issues
Geographic distance

Key Controls Type Date Rating Control Owner
Control is 

documented and up 
to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Community consultation / engagement framework Preventative Oct-19 Effective
Manager Customer 

and Community 
Service

Yes Yes Yes Yes Yes
Council policy and 
management 
arrangements in place and 
effective. 

Community-based Committees, forums & workshops Preventative Oct-19 Adequate
Manager Customer 

and Community 
Service

Yes Yes Yes Yes Yes

Council and community 
representation is 
implemented for single 
project and ongoing 
working groups. 

Customer Service Charter Detective Oct-19 Adequate
Manager Customer 

and Community 
Service

Yes Yes Yes Yes Yes

Document recently 
reviewed and updated. 
Ongoing monitoring 
required if possible for 
response times. 

Public Notices / Local papers / website communication Preventative Oct-19 Adequate
Manager Customer 

and Community 
Service

Yes Yes Yes Yes Yes

Regular Shire matters 
produced in addition to 
other contributions to local 
newspapers. 

Social media platforms (Facebook, etc) Preventative Oct-19 Effective Manager Customer 
and Community Yes Yes Yes Yes Yes

Process map in place to 
guide posts. Effective 

Strategic Community Plan consultation Preventative Oct-19 Effective
Manager Customer 

and Community 
Service / CEO

Yes Yes Yes Yes Yes
Recently completed based 
on engagement plan 
which was documented 
and delivered.

Support local community Volunteer groups Preventative Oct-19 Effective
Manager Customer 

and Community 
Service

No Yes Yes Yes Yes
Process not documented 
in isolation but covered by 
many other staff roles, 
objectives etc. 

Effective

Due Date Responsibility Comments

Jun-20 CEO

Consequence Category Rating Comments

Reputation Moderate
Rare

3

Low

Indicators Type Better or worse 
than Benchmark?

Trend since last 
review? Comments

Community satisfaction score Lagging

Number of substantiated complaints referring to poor 
engagement Lagging

Surprise issues being raised in Council, community or Committee 
meetings Lagging

Risk Ratings Has the Risk Rating Changed since the last review?

Controls Assurance

Comments

Status of Actions

No actions currently developed to target this area. 

Benchmark taken from result in 2018 Community Survey - How the community is 
consulted category. 

Consequence: 
Likelihood: 

Risk rating trend since last review

Result

Overall Risk Ratings: 

Overall the level of public consultation and process for is considered effective as was evidenced by success of Envision development. 
Engagement and response through Social media is also effective and building community trust and support. 

Feedback regarding "forgotten" corner (South-East) from September 2019 Dandaragan 
Council meeting needs to be considered. Commencing with a better understanding of 
their needs and concerns. 

Comments

Benchmark

47%

Zero

2

Engagement practices

Failure to maintain effective working relationships with the Community (including local Media), Stakeholders, Key Private Sector 
Companies, Government Agencies and / or Elected Members.  This includes activities where communication, feedback or consultation 
is required and where it is in the best interests to do so.  For example;
-Following up on any access & inclusion issues
-Infrastructure Projects
-Local planning initiatives
-Strategic planning initiatives
This does not include instances whereby Community expectations have not been met for standard service provisions such as 
Community Events, Library Services and / or Bus/Transport services.

Potential causes include;

Consequence: 
Likelihood: 

Overall Control Ratings: 

Short lead times
Miscommunication / poor communication
Inadequate Regional or District Committee attendance.
Inadequate involvement with, or support of community groups
Media attention

Current Actions
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Inadequate management of landfill sites
Lack of understanding / knowledge
Inadequate local laws / planning schemes
Prolific extractive industry (sand, limestone, etc)
Poor management of contaminated sites
Clandestine drug labs disposing of chemicals illegally
Weather events / natural disasters
Climate change
Complex legislation

Key Controls Type Date Rating Control Owner Control is documented 
and up to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Environmental management compliance / Plan Preventative Oct-19 Inadequate Not Currently Assigned No No No No No
Currently there is no staff member 
position allocated to environmental 
services. 

Landfill / waste transfer station management Preventative Oct-19 Adequate Manager Infrastructure 
Services No Yes Yes Yes Yes

Main site in Jurien is regulalry 
audited by DWER. Strategic Waste 
Management Plan budgeted for 
2019/2020. Compliance operations 
are managed by experienced staff 
member. Secondary sites are 
contracted out with exception of 
Cervantes transfer station.

Disused landfill sites management/restoration Recovery Oct-19 Not Rated
No current sites under rehabilitation 
or closure. Post closure 
management plans require 
development once capacity and 
lifespans are reviewed. 

Support and work with environmental & land care groups Preventative Oct-19 Adequate Various staff No Yes Yes Yes Yes
Environmental Grants round 
recently established. Ongoing 
partnership with other local 
landcare and Yued groups in place. 

Street litter collection Preventative Oct-19 Effective Manager Infrastructure 
Services No Yes Yes Yes Yes

Process not considered requiring 
documentation. Regular street 
collections required given windy 
environment. 

Support of vermin control programs Preventative Oct-19 Not Rated
Volunteer (Friends Groups) recognition & celebration events Preventative Oct-19 Not Rated

Weed control (use of Glyphosate / alternative treatments) Preventative Adequate Executive Managerf 
Infrastructure Yes Yes Yes Yes Yes

MSDS / PPE and Safe Work 
Method Statement in place for 
herbicide use. Also implementation 
of ChemCert training to minimise 
risks. 

CHRMAP Policy Preventative Oct-19 Adequate Executive Manager 
Development Yes Yes Yes Yes Yes

CHRMAP is in place and ongoing 
review. Needs to be utilised for 
infrastructure and asset decisions in 
proximity to ocean. 

Bushfire Risk Management Plan / Prescribed Burning Mitigation 
Strategy Preventative Dec-20 Inadequate Bushfire Risk Planning 

Coordinator / CESC No Yes No No No Plan / Strategy currently in 
development

Adequate

Due Date Responsibility Comments
Jun-21 CEO

Jun-20 Principal Environmental 
Health Officer

Dec-20 Bushfire Risk Planning 
Coordinator / CESC

Dec-20 CESC

Consequence Category Rating Comments

Major
Possible12

High

Indicators Type Better or worse 
than Benchmark?

Trend since last 
review?

Comments

Number of validated environmental incidents Lagging
Recycling contamination rate Lagging
# Non-compliance notifications received (e.g. DWER) Lagging

Environmental practices are currently exercised however would benefit from a coordinated approach and increase in prioritisation through 
the appointment of a designated staff member. 

Comments

Establish and implement project team for Prescribed Burning Mitigation Strategy

Complete Strategic Waste Management Plan

Environment, Reputation, Financial

Zero
<25%
Zero

Consequence: 

Risk Ratings

Complete the Bushfire Risk Management Plan

Controls Assurance

Consider the medium term appointment of a staff member to coordinate environmental 
Current Actions

Overall Risk Ratings: 

Benchmark

Likelihood: Likelihood: 

Risk rating trend since last review

Status of Actions
Not an urgent workforce plan priority.

Funded - awaiting appointment of consultant. 

Initial scope complete. 

Comments

Has the Risk Rating Changed since the last review?

Consequence: 

Draft near complete

Result

Illegal firewood collection / burning / hunting

Environment Management

Overall Control Ratings: 

Fuel or chemical spills

Potential causes include;

Inadequate reporting / oversight frameworks
Community apathy
Differing land tenure (land occupancy or ownership conditions)

Inadequate prevention, identification, enforcement and management of environmental issues. 
The scope includes;
-Lack of adequate planning and management of coastal erosion issues.
-Failure to identify and effectively manage contaminated sites (including groundwater usage).
-Waste facilities (landfill / transfer stations).
-Weed & mosquito / Vector control. 
-Ineffective management of water sources (reclaimed, potable)
-Illegal dumping.
-Illegal clearing / land use.

Competing land use (growing population vs conservation)
Weed and pest management difficulties
Bio-diversity hotspots
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Human error
Inadequate formal procedures or training
Lack of trained staff
Poor use of check sheets / FAQ's
Unrealistic expectations from community, council or 
management
Poor internal communication between teams
Disconnect between financial receipting and systems
Changes to legislation

Key Controls Type Date Rating Control Owner
Control is 

documented and up 
to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Customer Service Requests tracking Detective Oct-19 Adequate
Manager Customer 

and Community 
Service

Yes Yes Yes Yes Yes

Customer request 
system is in place but 
lacks business 
intelligence, mapping 
etc due to excel base. 

Staff training (mentoring, formal, peer-review & on-the-job) Preventative Oct-19 Adequate Various 
Supervisors Yes Yes Yes Yes Yes

Requires multi-
departmental 
approach to effective 
network of training. 

Delegations register Preventative Oct-19 Effective CEO Yes Yes Yes Yes Yes
Recently updated in 
line with WALGA 
model. 

Complaints Management Framework/Register Preventative Oct-19 Adequate
Manager Customer 

and Community 
Service

Yes Yes Yes Yes Yes
Complaints managed 
via request / records 
system and assigned 
to appropriate 
Executive Manager. 

Documented Procedures / Checklists Preventative Oct-19 Adequate Various 
Supervisors Yes Yes Yes Yes Yes

Increasing utilisation 
of procedures and 
process mapping to 
guide consistency. 

Segregation of duties (Internal Financial control framework) Preventative Oct-19 Adequate

Executive Manager 
Corporate and 

Community 
Service

Yes Yes Yes Yes Yes

Segregation is limited  
based on total 
workforce size, 
reviewed by Auditor 
General and no 
adverse findings 
made. 

Staff inductions Preventative Oct-19 Effective HR Coordinator Yes Yes Yes Yes Yes Effective Induction 
process in place. 

Effective Project Management Systems Preventative Oct-19 Adequate CEO Yes Yes Yes Yes Yes

Effective training has 
commenced roll out 
to supplement 
existing project 
management 
templates and 
processes. 

Adequate

Due Date Responsibility Comments
Ongoing Various

Consequence Category Rating Comments

Minor
Possible

6

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

Litigation from poor decision making Lagging

Substantiated complaints regarding errors, omissions, delays or 
inaccurate advice / information (inc. from Ombudsman, DLGC) Lagging

Formal apologies issued due to errors, ommissions Lagging

Controls Assurance

Likelihood: 

Risk rating trend since last review

Has the Risk Rating Changed since the last review?

Consequence: 

Errors, Omissions and Delays

Errors, omissions or delays in operational activities as a result of unintentional errors or failure to follow due process including 
incomplete, inadequate or inaccuracies in advisory activities to customers or internal staff. Examples include; 
-Incorrect planning, development, building, community safety and Emergency Management advice
-Incorrect health or environmental advice
-Inconsistent messages or responses from Customer Service Staff
-Any advice that is not consistent with legislative requirements or local laws.
-Human error
-Inaccurate recording, maintenance, testing or reconciliation of data.
-Inaccurate data being used for management decision-making and reporting.
-Delays in service to customers
This excludes process failures caused by inadequate / incomplete procedural documentation - refer “Inadequate Document 
Management Processes”.

Comments

Potential causes include;

Overall Control Ratings: 

Overall Risk Ratings: 

Consequence: 
Likelihood: 

Incorrect information

Work pressure / stress
Miscommunication

Lack of understanding

Zero

Comments

Zero

Result

Zero

Health issues

Historical decisions / advice

Benchmark

Current Actions
Continue process mapping working group to review and address complex processes. 

Status of Actions

Reputation / Compliance

Complex legislation

Risk Ratings
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Inadequate security of equipment / supplies / cash
Robbery
Scam Invoices
Cyber crime

Key Controls Type Date Rating Control Owner
Control is 

documented and up 
to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Building security access controls (keys, proxy card, 
monitored alarms, CCTV, keypad access) Preventative Oct-19 Adequate Manager Building 

Services No Yes Yes Yes Yes
CCTV procedures not 
documented but are in 
place. 

Accounts Payable and Payroll Process (verification & 
segregation of approvals/duties) Preventative Oct-19 Effective

Executive Manager 
Corporate and 

Community Services
Yes Yes Yes Yes Yes

Process documented 
and mapped. 
Reviewed by Auditor 
General. 

Record of assets (fixed, minor and attractive items) Recovery Oct-19 Effective
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes

Process documented 
and mapped. 
Reviewed by Auditor 
General. 

Cash handling processes Preventative Oct-19 Adequate
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes

Process documented 
and mapped. 
Reviewed by Auditor 
General. 

Depot security access controls (manned during business hours, 
locked after hours) High value portable goods locked up in 
secure spaces

Preventative Oct-19 Adequate
Manager 

Infrastructure 
Services

No Yes Yes Yes Yes

Process not 
documented but 
managed by automatic 
gates and supervisors 
in Jurien. Manually 
locked depot and 
gates in Dandaragan 
managed by 
Supervisor. 

Security patrols (regular and ad hoc) Preventative Oct-19 Adequate Rangers No Yes Yes Yes Yes
Random security 
patrols provided by 
Ranger services within 
operational hours. 

IT Security Framework (Staff Awareness / Profile Mgt / usage 
protocols) Preventative Oct-19 Adequate

Executive Manager 
Corporate and 

Community Services
Yes Yes Yes Yes Yes

Would benefit from 
further ongoing 
training to staff 
regarding security. 
EMCCS is currently 
developing IT Plan.

Contractor/Visitor sign In Preventative Oct-19 Not Rated

Visitors and 
contractors are 
escorted personally by 
supervising staff 
members. Size of 
office doesn't require 
visitor login book. 

Adequate

Due Date Responsibility Comments

Dec-20
Executive Manager 

Corporate and Community 
Services. 

Ongoing Various

Consider further rollout of CCTV to Shire Depots
Dec-20 Manager Infrastructure 

Services

Consequence Category Rating Comments

Moderate
Unlikely6

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

Cyber breaches Lagging
Insurance claims relating to Theft and Fraud Lagging
# Incidents (per month/quarter/year) Lagging
% non-operational CCTV's Leading

Has the Risk Rating Changed since the last review?

Consequence: 

Controls Assurance

Status of Actions

Currently in development. 

Likelihood: 

Subject to review

Comments

Risk rating trend since last review

Result

1 case of external fraud was observed over the past 2 years. This related to an external party passing themselves off as a 
staff member and amending bank details. The matter resulted in a small loss which was covered by insurance. There have 
been no reports of property theft from either the Shire office or depots in the last two years.

Financial / Property

Comments

Zero
Zero
Zero

Likelihood: 

Benchmark

Zero

Ongoing

Overall Risk Ratings: 

Consequence: 

Risk Ratings

Ongoing disemmination of information regarding IT scams and procurement risks. 

Current Actions
Complete the IT Plan to document key security controls and planning for future 
improvement. 

External Theft and Fraud (inc. Cyber Crime)

Potential causes include;

Overall Control Ratings: 

Inadequate provision for patrons belongings
Lack of Supervision

Loss of funds, assets, data or unauthorised access, (whether attempted or successful) by external parties, through any means 
(including electronic), for the purposes of;
-Fraud: benefit or gain by deceit
-Malicious Damage: hacking, deleting, breaking or reducing the integrity or performance of systems
-Theft: stealing of data, assets or information

Collusion with internal staff
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Double bookings
Illegal / excessive alcohol consumption
Bond payments poorly managed
Inadequate oversight or provision of peripheral services (e.g.. 
cleaning / maintenance)
Falsifying hiring agreements (alcohol on site / lower deposit)
Unaccompanied minors/children
Failed chemical / health requirements

Key Controls Type Date Rating Control Owner Control is documented 
and up to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Booking Systems (Key return / Bond return system / check of 
facility after use) Preventative Oct-19 Effective Manager Customer and 

Community Service Yes Yes Yes Yes Yes

Bookings procedure in 
place for business and 
after hourr in relation to 
Civic Centre and 
foreshore open space. 
Community Recreation 
facilities are managed 
by community groups. 

External Event Management Program Prevent / Detect Oct-19 Adequate Manager Customer and 
Community Service Yes Yes Yes Yes Yes

Thorough Event 
Management process 
in place to review 
proposals and mitigate 
risk. Additional FAQs 
and risk management 
templates would add 
further value for 
community groups. 

Internal Event Management Program Prevent / Detect Oct-19 Effective Manager Customer and 
Community Service Yes Yes Yes Yes Yes

Thorough Event 
Management process 
in place assisted by 
project management 
framework. Staff also 
liaise with LGISWA to 
review and mitigate 
risks at events. 

Insurance for loss Recovery Oct-19 Effective Manager Customer and 
Community Service Yes Yes Yes Yes Yes

Insurance policies 
regularly reviewed and 
implemented. Process 
for ensuring any 
certificates of currency 
are reviewed for 
exclusions relating to 
the event. 

Lease agreements for Shire facilities Preventative Oct-19 Effective Club Development Officer Yes Yes Yes Yes Yes

Template lease system 
in place to establish 
and monitor leases. 
Most are done at 
peppercorn rates. 

Routine inspection and maintenance schedules for community 
facilities, playgrounds, ovals and skate park Detective Oct-19 Adequate Works Supervisors Yes Yes Yes Yes Yes

Inspection sheets in 
place for playgrounds. 
Increased evidence of 
documentation 
required and to be 
lodged in records 
system. 

Royal Life Saving Society assessments Preventative Oct-19 Not Rated
No recent beach 
access and safety 
review completed. 

Adequate

Due Date Responsibility Comments

Dec-20 HR Coordinator

Consequence Category Rating Comments

Minor
Unlikely4

Low

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review?

Comments

% Community perception score (facilities) Leading

# Complaints regarding facilities Lagging
Injuries / incidents at events / facilities Lagging
Reactive maintenance activity after discovery by event holders. Lagging
Double bookings / errors Lagging

Status of Actions

Training planned

Controls Assurance

Provide refresher training for staff members engaged in playground maintenance and 
inspection. Update inspection forms and link to Shire records system. 

Comments

Has the Risk Rating Changed since the last review?

Consequence: 
Likelihood: 

Risk rating trend since last review

Reputation

Zero
Zero

Comments

Consequence: 

Result

Benchmark taken from 2018 Community Survey - Community Buildings, Halls, Toilets 
category. 

Risk Ratings

Zero

Likelihood: 

Overall Risk Ratings: 

Benchmark

57%

Zero

Current Actions

Management of Facilities, Venues and Events

Overall Control Ratings: 

Potential causes include;

Failure to effectively manage the day to day operations of facilities, venues and / or events. This includes;
-Inadequate procedures in place to manage quality or availability.
-Poor crowd control
-Ineffective signage
-Booking issues
-Stressful interactions with hirers / users (financial issues or not adhering to rules of use of facility)
-Inadequate oversight or provision of peripheral services (e.g.. cleaning / maintenance) 

Traffic congestion or vehicles blocking entry or exit
Insufficient time between bookings for cleaning or maintenance

Renovations
Animal Contamination

Difficulty accessing facilities / venues.

Poor service from contractors (such as catering or cleaning)
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Weather impacts

Power outage on site or at service provider

Out-dated, inefficient or unsupported hardware or software

Incompatibility between operating systems

Cyber crime and viruses

Turnover of system administration support

 Software vulnerability 

Key Controls Type Date Rating Control Owner
Control is 

documented and up 
to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

IT security access protocols & infrastructure security Preventative Oct-19 Adequate Executive Manager No Yes Yes Yes Yes Process is understood by EMCCS and Bridged but still requires formal documentation

Multiple data back-up systems Recovery Oct-19 Effective
Executive Manager 

Corporate & 
Community

No Yes Yes Yes Yes Automated system function with failure reporting. Infrastructure end of life reuqires transition to 
cloud

Vendor Support Program (inc. Software licencing, software patching, 
maintenance, renewals, updates etc) Effective

Executive Manager 
Corporate & 
Community

Yes Yes Yes Yes Yes

Generator (Admin building) Recovery Oct-19 Not Rated Has not been prioritised as a need
Disaster Recovery Plan Recovery Oct-19 Effective Executive Manager Yes Yes Yes Yes Yes
Formal IT Infrastructure replacement / refresh program Preventative Oct-19 Adequate Executive Manager No Yes Yes Yes Yes Transitioning from infrastructure to cloud based software as a service
Comms Infrastructure (Voip, 2 way, WAERN, Mobile & Sat) Recovery Oct-19
Ongoing upgrades to virus protection Preventative Oct-19 Effective Executive Manager Yes Yes Yes Yes Yes
Performance monitoring Detective Oct-19 Effective Executive Manager Yes Yes Yes Yes Yes
Backup Power Sources Recovery Oct-19 Adequate Executive Manager No Yes Yes Yes Yes

Adequate

Due Date Responsibility Comments

30.06.2020
Executive Manager 

Corporate and Community 
Services

Consequence Category Rating Comments

Moderate
Possible9

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

Cyber breaches Lagging
System availability % Lagging
# logged incidents Lagging

Likelihood: 

Overall Risk Ratings: 

Benchmark

Zero

Risk Ratings

Comments

Status of Actions

Currently in development
Complete IT access and protocols documentation with Bridged

Has the Risk Rating Changed since the last review?

Consequence: 
Likelihood: 

Risk rating trend since last review

Result

Comments

Controls Assurance

Current Actions

98%
Zero

IT, Communication Systems and Infrastructure

Potential causes include;

Consequence: 

Overall Control Ratings: 

Instability, degradation of performance, or other failure of IT or communication system or infrastructure causing the inability to continue business 
activities and provide services to the community.  This may or may not result in IT Disaster Recovery Plans being invoked.  Examples include 
failures or disruptions caused by:
-Hardware or software
-Networks
-Failures of IT Vendors
This also includes where poor governance results in the breakdown of IT maintenance such as;
-Configuration management
-Performance monitoring

This does not include new system implementations - refer "Inadequate Project / Change Management".

Non-renewal of licences

Lack of process and training

Inadequate IT incident, problem management & Disaster Recovery 
Processes

Vulnerability to user error

Failure of vendor

Equipment purchases without input from IT department

Service disruption



Oct-19

Inadequate training of code of conduct \ induction

Changing of job roles and functions/authorities

Delegated authority process inadequately implemented

Disgruntled employees

Lack of internal checks

Covering up poor work performance

Poor enforcement of policies and procedures

Information leaked to Tenderers during the Tender process

Insubordination

Key Controls Type Date Rating Control Owner Control is documented 
and up to date? Control is understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Induction Process (Code of Conduct) Preventative Oct-19 Adequate HR Coordinator Yes Yes Yes Yes Yes

All new staff are 
provided with Code of 
Conduct and sign to 
confirm reciept and 
agreement. 

IT security access framework (profiles & passwords) Preventative Oct-19 Effective Executive Manager Yes Yes Yes Yes Yes
  

changes and locked 

Segregation of duties (Internal Financial Control Framework / 
Delegations register) Preventative Oct-19 Adequate

Executive Manager 
Corporate and 

Community Services
Yes Yes Yes Yes Yes

Segregations 
appropriate for Shire 
size. Externally audited 
and reviewed by 
Auditor General. 

Authorisation control - Authority Preventative Oct-19 Adequate
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes

Addressed through 
purchasing policy and 
delegations. Reviewed 
by Auditor General in 
sampling. 

Cash Handling procedures Preventative Oct-19 Adequate
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes

Cash handling 
appropriate for Shire's 
size. Externally audited 
and reviewed by 
Auditor General. Main 
risks lie with Sandy 
Cape reciepts and 
Pioneer Park reciepts. 

Credit Card & Fuel Card management Preventative Oct-19 Adequate
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes

Credit Card process is 
closely monitored, 
reviewed at multiple 
layers. Difficult to audit 
and completely verify 
fuel card use is 
quarantined to 
approved use and 
designated vehicles. 

Elected Member Code of Conduct training Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

Completed through 
induction process and 
ongoing review with 
elected members. 
Level of understanding 
and acceptance is 
difficult to measure. 
Additional external 
training support 
provided through 
legislative 
requirements. 

Minor and attractive asset stocktakes Detective Oct-19 Inadequate
Executive Manager 

Corporate and 
Community Services

No No No No No

Minor and attractive 
assets only recently 
catalogued and 
provided with unique 
identifiers to provide 
stocktake capability. 

Police clearances Detective Oct-19 Effective HR Coordinator Yes Yes Yes Yes Yes
Part of standard 
employment / 
recruitment process. 

Social Media Policy Preventative Oct-19 Not Rated Chief Executive Officer

No current social 
media policy in place 
for elected members, 
not considered 
necessary but should 
continue to be 
monitored. 

Stock control and reconciliation Detective Oct-19 Adequate
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes

Generally limited to 
fuel however other 
aspects of supplies 
held in Depots could 
be considered as stock 
- e.g. nursery, 
chemical, mulch etc. 

Culture (low tolerance for misconduct) Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

Difficult to measure but 
a number of cases of 
potential misconduct 
have been reported 
promptly to 
management for 
review. 

Tender and procurement process Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes
Well documented and 
supported with external 
agents in complex 
procurement. 

Working with Children Checks Preventative Oct-19 Adequate Manager Customer and 
Community Service No Yes Yes Yes Yes

No current 
documented process 
for indentifying when 
WWC cards are 
required. Generally 
considered as part of 
event approval 
process. 

Adequate

Due Date Responsibility Comments

Jun-20
Manager Customer 

and Community 
Service

Jun-20
Manager Customer 

and Community 
Service

Jun-20
Executive Manager 

Corporate and 
Community Service

Jun-20 HR

Consequence Category Rating Comments

Moderate
Unlikely6

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review?

Comments

Budget variances Lagging
Qualified Audit Opinions Lagging
Incidents warranting dismissal Lagging
Wilful breach of segregation of duties Leading
Suppliers not being paid or complaints from suppliers (not involved 
in collusion or bribery with staff) Lagging

Disregarding or manipulating procurement process for own benefit Leading

% staff with greater than 20 days accrued leave Leading
% staff that have not had 10 consecutive days leave in 12 mths Leading
# complaints regarding misconduct (internal / external) Lagging
# financial audit issues identified (segregation of duties related) Lagging
Internal and external complaints / whistleblowing Lagging

By-passing established administrative procedures

5%
Zero

Controls Assurance

Implementing annual reminder of Code of Coduct for Staff and elected members

Consider increasing scope of stocktakes to include other materials such as Nursery stock, 
gravel, mulch and chemical held within Shire depots. 

Current Actions

Consider implementation as part of end of year processes. 

Collusion between internal & external parties

Password sharing

Undue influence from Manager / Councillor

Zero

Likelihood: 

Risk rating trend since last review

Benchmark

10%
Zero
Zero
Zero

Review required

Review required

Comments

Status of Actions

Review required

Result

Has the Risk Rating Changed since the last review?

Consequence: 

Misconduct

Potential causes include;

Overall Risk Ratings: 

Overall Control Ratings: 

Consequence: 
Likelihood: 

Intentional activities in excess of authority granted to an employee, which circumvent endorsed policies, procedures or delegated 
authority.  This would include instances of:
-Relevant authorisations not obtained.
-Distributing confidential information.
-Accessing systems and / or applications without correct authority to do so. 
-Misrepresenting data in reports.
-Theft by an employee
-Inappropriate use of plant, equipment or machinery
-Inappropriate use of social media.
-Inappropriate behaviour at work.
-Purposeful sabotage
This does not include instances where it was not an intentional breach - refer Errors, Omissions or Delays, or Inaccurate Advice / 
Information.

Sharing of confidential information

Low level of Supervisor or Management oversight

Believe they'll get away with it

Greed, gambling or sense of entitlement

Poor work culture

Reputation / Finance

Zero

Review whether a formal process or policy is required for establishing when staff need 
WWC 

Review with elected members whether there is a need for a social media policy that 
encompasses Councillors

Zero

Risk Ratings

Zero
Zero
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Lack of communication and consultation
Lack of investment
Ineffective management of expectations (scope creep)

Inadequate project planning (resources/budget)

Failures of project Vendors/Contractors

External consultants underquoting on costs

Key Controls Type Date Rating Control Owner
Control is 

documented and up 
to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 
statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Formal project management procedures Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

Project management 
training in rollout 
phase. Established 
project planning 
templates in place. 

Clear / formal project approval, allocation, ownership, 
management, governance Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes Led by CBP and 

budget process. 

Stakeholder meetings and consultation Preventative Oct-19 Effective
Manager Customer 

and Community 
Services

Yes Yes Yes Yes Yes

Public consultation 
policy in place. 
Effective and 
supported by Ems.

Project status reporting to Council Detective Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

Mutli-faceted approach 
currently but will be 
improved following the 
endorsement of the 
CBP. 

Post-major project debriefs Detective Oct-19 Inadequate Various EM's No No No No No

No current process for 
major project debrief 
and lessons learnt 
unless there is a major 
failure. 

Integrated Planning Framework

Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes
Most are in advanced 
draft stage and provide 
coordinated guidance 
for project delivery. 

Adequate

Due Date Responsibility Comments

Dec-20 CEO

Consequence Category Rating Comments

Moderate
Possible

9

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review? Comments

Missed deadlines / milestones >10% Lagging
Budget overruns / blowouts >10% Lagging
Failed primary objectives Lagging
# project budget change requests (scope or ineffective 
budgeting) Lagging

Comments

Controls Assurance

Risk rating trend since last review

Result

Likelihood: 

Status of Actions

To be built into project planning methodology and reporting for major and unique projects. 

Has the Risk Rating Changed since the last review?

Consequence: 

Project planning methodology is improving and will receive greater guidance from CBP planning process. Once CBP is 
adopted greater focus will be required from project managers to develop their project plans prior to budget approvals. 

Project / Change Management

Potential causes include;

Inadequate analysis, design, delivery and / or status reporting of change initiatives, resulting in additional expenses, time delays or scope 
changes.  This includes:
-Inadequate change management framework to manage and monitor change activities.
-Inadequate understanding of the impact of project change on the business.
-Failures in the transition of projects into standard operations.
-Failure to implement new systems
-Inadequate handover process
This does not include new plant & equipment purchases.  Refer "Inadequate Asset Sustainability Practices"

Excessive number of projects
Inadequate monitoring and review
Project risks not managed effectively

Lack of project methodology knowledge and reporting requirements

Geographic or transport difficulties sourcing equipment / materials 

1 per annum
Nil
Nil

Benchmark

Overall Control Ratings: 

Comments

Likelihood: 

Overall Risk Ratings: 

Consequence: 

Financial / Reputational / Health

Nil

Current Actions
Implement standard project debriefing process for major projects with lessons learnt and 
outcomes based report to capture project learnings and prevent future errors. 

Risk Ratings



Oct-19

Lack of appropriate PPE / equipment
Inadequate first aid supplies or trained first aiders
Inadequate security protection measures in place for buildings, 
depots and other places of work
Inadequate or unsafe modifications to plant & equipment
Inadequate policy, frameworks, systems and structure to prevent 
the injury of visitors, staff, contractors and/or tenants.
Inadequate supervision, training or mentoring of staff

Key Controls Type Date Rating Control Owner Control is documented 
and up to date? Control is understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Contractor / Staff site inductions Preventative Oct-19 Inadequate
Principal Environmental 
Health Officer / Various 

Supervisors 
No No No No No

Contractor induction process 
currently in development with 
LGISWA. Still need to consider 
process / documentation for site 
specific inductions. 

Management commitment / culture Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes

CEO chairs Safety Working Group, 
all incidents reported to EMT and 
safety features at all staff or toolbox 
meetings. 

Internal Emergency Management Framework (EPC, ECO, evac 
diagrams & drills) Preventative Oct-19 Effective

Principal Environmental 
Health Officer / Various 

Supervisors 
Yes Yes Yes Yes Yes Drills and diagrams recently updated 

and reviewed with support from 
LGIS. 

OSH Committee Preventative Oct-19 Adequate Chief Executive Officer Yes Yes Yes Yes Yes Currently in Safety Working Group 
format rather than formal committee 
as described within legislation. 

Asbestos register and procedures Detective Oct-19 Effective Principal Environmental 
Health Officer Yes Yes Yes Yes Yes Asbestos register was last updated 

in 2014. May require updating if any 
removal has been undertaken. 

Drug and alcohol Policy Preventative Oct-19 Effective HR Coordinator Yes Yes Yes Yes Yes
Recently reviewed, updated. Regular 
testing in place for random and post 
incident. 

Duress alarm Recovery Oct-19 Effective
Executive Manager 

Corporate and 
Community Services

Yes Yes Yes Yes Yes Duress alarm in place for Shire 
Office. 

Fitness for Work checks Preventative Oct-19 Adequate HR Coordinator / EM's Yes Yes Yes Yes Yes
Pre-employment medical. Also 
required for return to work from 
injury. 

Incident reporting culture & procedures Detective Oct-19 Effective Chief Executive Officer Yes Yes Yes Yes Yes
Regular reports received and 
reviewed by multiple parties within 
the organisation. 

Hazard / incident register Detective Oct-19 Adequate Principal Environmental 
Health Officer Yes Yes Yes Yes Yes

Currently in place and reported 
through to Safety Working Group. 
Increased follow-up, reminders 
required to implement faster change. 

Hazardous Substance and Dangerous Goods registers Detective Oct-19 Effective Principal Environmental 
Health Officer Yes Yes Yes Yes Yes All in place. Still requires ongoing 

vigilence from Supervisors to 
maintain when buying new chemical. 

Isolated worker management Preventative Oct-19 Inadequate Executive Manager 
Infrastructure

Sole worker distress alarms are in 
place for works department. A 
review and risk assessment of the 
staffing arrangements for the 
Visitors Centre on weekends is 
required. 

LGIS OSH / Safety Audit / Workplace inspections Preventative Oct-19 Effective Principal Environmental 
Health Officer Yes Yes Yes Yes Yes

Regular inspections, reliant on 
consistent level of service from 
LGISWA which has been impacted 
by staff tenure / illness of late. 

Pre-start Plant and light vehicle inspections Preventative Oct-19 Effective Executive Manager 
Infrastructure Yes Yes Yes Yes Yes Take 5s and Prestart checklists in 

place. 

Provision of PPE Preventative Oct-19 Effective Executive Manager 
Infrastructure Yes Yes Yes Yes Yes All PPE required is purchased as 

needed. 

Report on incidents & near misses Detective Oct-19 Effective Principal Environmental 
Health Officer Yes Yes Yes Yes Yes

Process in place, multiple staff 
review each incident and reports 
then submitted to Safety Working 
Group and EMT. 

Safe work practices (Safe Work Method Statements) Preventative Oct-19 Adequate Executive Manager 
Infrastructure Yes Yes Yes Yes Yes

Generally in place for all risky 
activities. Further improvement 
could be made at supervisor level to 
regularly reinforce and ensure they 
are being utilised. 

Toolbox / Team safety meetings Preventative Oct-19 Effective Works Supervisors Yes Yes Yes Yes Yes In place. 

Trained first aiders Preventative Oct-19 Effective HR Coordinator Yes Yes Yes Yes Yes
Regular training provided. Do we 
have a confirmed list / renewal dates 
etc. 

Adequate

Due Date Responsibility Comments

Jun-20 PEHO

Jun-20 PEHO

Mar-20 PEHO

Jun-20
Manager Customer 

and Community 
Services

Consequence Category Rating Comments

Major
Possible12

High

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review?

Comments

Safety Audit Result % Leading
# scheduled workplace inspections not completed Leading
# Worksafe notifications Leading
# Incidents per month / quarter / year Lagging
Workers Compensation claims Lagging

Induction process currently in development with LGIS. 

Review the current staffing arrangements for the Visitors Centre on weekends, consider 
implementation of casual or volunteer roles to remove isolated worker risks. 

Work practices under review. Casuals recently appointed but resourcing is dependent on new budget. 

Comments

Status of Issues / Actions / Treatments

Result

Consequence: 

To be arranged with LGIS. 

Likelihood: 

Risk rating trend since last review

Poor storage and use of dangerous goods
Ineffective / inadequate testing, sampling or other health-related 
requirements

Risk Ratings Has the Risk Rating Changed since the last review?

Controls Assurance

Establish contractor induction process and deliver first rollout of inductions to regular local 

Establish a schedule of workplace inspections to guide regular inspection process with 
assistance from LGIS. 

Regularly review hazard and incident register and assign rectification needs to officers with 
timeframes for completion. To be ratified via Safety Working Group and EMT

Generally the Shire's safety systems are in good shape but ongoing improvement is always needed. 1 major incident was 
observed over the past 2 years which resulted in a truck rollover. The primary finding of that investigation was the incident 
resulted from driver error and distraction. Additional training and the completion of a take 5 in accordance with the SWMS 
may have avoided the accident. Another major incident resulted from poor manual handling technique and housekeeping 
resulting in a significant back injury and extensive workers compensation claim. 

Benchmark

75%

1 per annum

Zero
>2 preventable incidents per month

Safety and Security Practices

Comments

Overall Risk Ratings: 

Overall Control Ratings: 

Potential causes include;

Consequence: 
Likelihood: 

Slow or inadequate response to notifications from public

Non-compliance with the Occupation Safety & Health Act, associated regulations and standards.  
It is also the inability to ensure the physical security requirements of staff, contractors and visitors.  Other considerations are
negligence or carelessness.

Inadequate organisational Emergency Management requirements 
(evacuation diagrams, drills, wardens etc).

Lack of mandate and commitment from senior management

Inadequate signage, barriers or other exclusion techniques

Zero

Current Actions

Health



Oct-19

Insufficient funding
Complexity and quantity of work
Inadequate tendering process
Contracts not renewed on time
Suppliers not willing to provide quotes

Key Controls Type Date Rating Control Owner Control is documented 
and up to date?

Control is 
understood?

Control is complete?
(Done once / not 

forgotten or 
components missed)

Timely?
(Completed within 

statutory or service 
delivery standards)

Protects against 
internal or external 

theft or fraud?
Comments

Procurement Management Framework (Policy, Procedures, 
Systems, Segregation of duties, delegations) Preventative Oct-19 Effective

Executive Manager 
Corporate and 

Community 
Services

Yes Yes Yes Yes Yes Procurement policy and procedures recently 
updated. Fully audited by Auditor General 
with no material matters identified. 

Contract Management Framework (register, renewal reminders, 
contractor insurance checks & reviews of contract arrangements) Preventative Oct-19 Adequate Various Yes Yes Yes Yes Yes

Contracts in place but process map still to 
be finalised. Multiple sources of contract 
development leave some scope for differing 
standards however the consequences of 
this are considered minor.  1 cleaning 
contract and 2 waste transfer station 
contracts were being held over in monthly 
arrangements while new procurement 
process was undertaken. This indicates 
better end of contract procedures need to be 
implemented. 

Supervision of contractors on site Detective Oct-19 Adequate Various No No Yes Yes Yes

Supervision is generally completed Post 
works rather than supervising contractors 
directly. No formal process considered 
necessary. 

e-Quotes (WALGA) Preventative Oct-19 Not Rated e-quotes only occassionally used. 
Preference is to use internal RFQ process 
and panel of preferred suppliers. 

Adequate

Due Date Responsibility Comments

Jun-20 Senior Finance Officer

Ongoing
Executive Manager 

Corporate and 
Community Services

Consequence Category Rating Comments

Moderate
Possible9

Moderate

Indicators Type
Better or worse 

than 
Benchmark?

Trend since last 
review?

Comments

Validated supplier complaints of uncompetitive procurement process Leading

Adverse audit findings relating to contracts Lagging
# Expired Contracts still being carried over Lagging

Limited availability of suppliers

Process commenced, requires ongoing adherance. 

Comments

Status of Actions

Currently in development. 

Service interruption, Financial

Has the Risk Rating Changed since the last review?

Consequence: 
Likelihood: 

Risk rating trend since last review

Benchmark

Zero

Zero
Zero

Result

Risk Ratings

Current Actions

Overall current contractual arrangements are suitable, compliant and in line with needs of the organisation. Improved contract 
tracking and end of contract process will be implemented through process map and avoid cases where contractual 
arrangements are being held over on monthly arrangements. Wider utilisation of WALGA procurement toolkit and RFQ process 
will minimise risk. 

Introduce Contractor Inductions process

Complete the development of the contract development and monitoring process map to avoid 
supply relationships being held over on monthly arrangements. 

Continue rollout of standard contract for goods and services in accordance with WALGA 
procurement toolkit

Controls Assurance

Supplier and Contract Management

Potential causes include;

Comments

Overall Risk Ratings: 

Overall Control Ratings: 

Consequence: 
Likelihood: 

Inadequate management of external Suppliers, Contractors, IT Vendors or Consultants engaged for core operations. This includes issues 
that arise from the ongoing supply of services or failures in contract management & monitoring processes.  This also includes:
• Concentration issues  (contracts awarded to one supplier)
• Vendor sustainability

Inadequate contract management practices
Ineffective monitoring of deliverables
Lack of planning and clarity of requirements
Historical contracts remaining
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